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Public The rapid advancement of
autonomous electric vehicle (AEV)
communication  networks  holds
significant promise for the future of
transportation. This comprehensive
review explores the evolution,
challenges, and potential applications
of AEV communication networks.
Initially, basic  vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure
(V2I) communication systems using
dedicated short-range communication
(DSRC) and Wi-Fi protocols were
developed for safety applications. The
introduction of cellular connectivity,
such as 4G and 5G networks, enabled
enhanced connectivity and the
emergence of Cellular Vehicle-to-
Everything (C-V2X) technology,
facilitating  direct communication
between  vehicles, infrastructure,
pedestrians, and the cloud. To address
low-latency  requirements,  edge
computing and fog networking
techniques were employed, allowing
real-time decision-making and
resource-intensive applications. The
concept of Vehicle-to-Everything
(V2X) communication further
expanded the scope of AEV
communication networks, enabling

interactions with various entities in the
environment. However, challenges
such as security, interoperability,
scalability, and adverse conditions
must be addressed. AEV
communication networks offer diverse
applications, including cooperative
driving, traffic management, enhanced
safety features, and energy efficiency
through smart charging and vehicle-to-
grid (V2G) interactions. Overcoming
the  challenges and  fostering
collaboration among industry
stakeholders, standardization bodies,
and regulatory authorities will be
crucial for the successful integration of
AEVs into existing transportation
systems. This research provides
valuable insights into the evolution of
AEV communication networks and
highlights the transformative potential
they hold for the future of
transportation.
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Autonomous Electric Vehicles (AEVs)
represent a groundbreaking fusion of
cutting-edge technology and
sustainable transportation [1]-[3].
AEVs are revolutionizing the
automotive industry by combining
electric propulsion with advanced
autonomous  driving  capabilities.
These vehicles are designed to operate
without human intervention, relying
on a sophisticated network of sensors,
cameras, and artificial intelligence
algorithms to perceive and navigate
their surroundings [4].

AEV communication networks form
the backbone of the emerging
transportation ecosystem, facilitating
seamless communication and data
exchange among autonomous
vehicles, infrastructure components,
and other entities. These networks
incorporate a diverse range of
technologies and protocols to ensure
the safe and efficient operation of
AEVs. One key aspect of AEV
communication networks is vehicle-
to-vehicle (V2V) communication,
which enables direct communication
between vehicles in close proximity.
V2V communication allows AEVs to
share vital information such as
position, speed, and trajectory,
enabling coordinated actions and
enhancing overall traffic safety.
Advanced protocols and algorithms
ensure reliable and low-latency
communication in V2V networks,
enabling real-time decision-making
and avoiding potential collisions [3],

[5].

Another crucial component of AEV
communication networks is vehicle-
to-infrastructure (V2D
communication. V2I communication
allows AEVs to interact with the
surrounding infrastructure, including
traffic signals, road sensors, and smart
traffic management systems. By
exchanging data with these elements,
AEVs can optimize their routes, adjust
their speed, and enhance traffic flow
efficiency. For example, an AEV can
receive real-time traffic information
from a central traffic management
system and dynamically adjust its
route to avoid congested areas, thereby
reducing travel time and minimizing
fuel consumption. V2I communication
relies on standardized protocols and
interfaces to ensure interoperability
between different AEV systems and
infrastructure components.

Moreover, AEV  communication
networks also encompass vehicle-to-
network (V2N) communication. V2N
communication enables AEVs to
connect with external networks, such
as cellular networks and cloud-based
services [6]. This connectivity allows
AEVs to access real-time data, such as
weather conditions, traffic updates,
and mapping information, which are
crucial for effective decision-making
and route planning. V2N
communication also facilitates over-
the-air software updates, enabling
AEVs to receive the latest firmware
and algorithm upgrades, enhancing
their capabilities and ensuring
compliance with evolving safety
standards. Secure and reliable network
connectivity is paramount in V2N
communication to safeguard data
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integrity and protect against potential
cyber threats.

In addition to V2V, V2I, and V2N
communication, AEV communication
networks also incorporate vehicle-to-
pedestrian (V2P) communication. V2P
communication enables AEVs to
detect and interact with pedestrians,
enhancing safety and situational
awareness. By exchanging
information with pedestrians, AEVs
can anticipate their movements,
identify potential hazards, and take
appropriate actions to avoid accidents.
V2P communication can be achieved
through various means, such as using
sensors, signals, or dedicated
communication channels, allowing
AEVs to communicate their intentions
to pedestrians and receive feedback,
further ~ promoting  trust  and
cooperation between AEVs and
pedestrians.

Lastly, the successful implementation
of AEV communication networks
requires robust and secure data
management mechanisms. These
networks generate vast amounts of
data, including sensor data, traffic
data, and communication logs, which
need to be efficiently collected,
processed, and stored [7], [8]. Data
analytics techniques can be applied to
extract valuable insights from this
data, enabling predictive maintenance,
optimizing traffic management, and
improving overall system performance
[9]. Additionally, data security and
privacy are paramount concerns in
AEV  communication  networks.
Encryption, authentication, and access
control mechanisms are implemented
to protect sensitive information and

prevent unauthorized access, ensuring
the integrity and confidentiality of data
exchanged within the network.

AEV  communication  networks
encompass a wide array of
technologies and protocols that enable
seamless communication and data
exchange among autonomous
vehicles, infrastructure components,
and other entities in the transportation
ecosystem [10], [11]. V2V, V2I, V2N,
and V2P communication are integral
components of these networks,
facilitating real-time information
sharing, optimizing traffic flow,
enhancing safety, and improving
overall system efficiency. Robust data
management mechanisms, coupled
with stringent security and privacy
measures, ensure the integrity,
confidentiality, and reliability of data
exchanged  within the AEV
communication networks. By
harnessing the power of these
networks, we can pave the way for a
future of safe and efficient
autonomous transportation.

Evolution of AEV
Communication Networks

In the early stages of AEV
communication networks, the focus
was primarily on establishing basic
vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2D
communication. These networks relied
on dedicated short-range
communication (DSRC) or Wi-Fi-
based protocols to enable direct
communication between vehicles and
infrastructure ~ components.  The
primary goal during this phase was to
develop and implement basic safety
applications, such as collision
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avoidance systems. These -early
systems laid the foundation for the
future evolution of AEV
communication networks by
demonstrating the feasibility and
potential benefits of interconnected
vehicle systems.

The introduction of 4G and later 5G
cellular networks revolutionized AEV
communication networks by providing
enhanced connectivity capabilities.
Cellular Vehicle-to-Everything (C-
V2X) technology emerged as a major
development, allowing for direct
communication not only between
vehicles and infrastructure but also
with pedestrians and the cloud [12].
This  advancement  significantly
expanded the scope and potential
applications of AEV communication
networks  beyond  safety-related
features. With cellular connectivity,
AEVs gained access to a broader range
of  services, including traffic
management, intelligent routing, and

infotainment services. The high
bandwidth, low latency, and
widespread coverage of cellular

networks empowered AEVs to
exchange real-time data with various
entities in  the  transportation
ecosystem, enabling more
sophisticated and efficient operations.

The integration of  cellular
connectivity into AEV communication
networks introduced new possibilities
for advanced traffic management.
With C-V2X technology, AEVs can
communicate with centralized traffic

management systems, exchanging
real-time traffic information and
receiving optimized routing

instructions. This capability allows

AEVs to dynamically adjust their
routes based on current traffic
conditions, avoiding congestion and
minimizing travel time. Moreover,
traffic management authorities can
leverage the data collected from AEVs
to gain valuable insights into traffic
patterns, enabling proactive measures
to improve overall traffic flow and
reduce bottlenecks. The integration of
cellular connectivity has transformed
AEV communication networks into
powerful tools for intelligent traffic
management and optimization.

In addition to traffic management,
cellular connectivity has also enabled
enhanced infotainment services in
AEVs. Passengers can now enjoy
high-speed internet access, multimedia
streaming, and real-time updates
during their journeys. With reliable
and fast cellular connections, AEVs
can provide occupants with a wide

range of  entertainment and
information options, including
personalized content

recommendations, live streaming, and
interactive services. This integration of
infotainment features enhances the
overall passenger experience and

transforms AEVs into  mobile
platforms for entertainment and
productivity.

The integration of  cellular

connectivity into AEV communication
networks has been a significant
milestone. It has expanded the
capabilities of these networks,
allowing for advanced V2V, V2I, and
V2X communication, as well as
enabling new applications such as
intelligent traffic management and
enhanced infotainment services. The
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continued evolution of cellular
networks, with the deployment of 5G
and beyond, will further enhance the
performance and potential of AEV
communication networks, ushering in
a new era of connectivity and
innovation in autonomous
transportation.

In order to overcome the challenges
posed by low-latency requirements
and limited bandwidth, the adoption of
edge computing and fog networking
technologies has gained significant
attention in AEV communication
networks. These approaches involve
processing data at the network edge,
closer to the vehicles and
infrastructure components, rather than
relying solely on centralized cloud-
based processing [13]. By bringing
computational capabilities closer to
the source of data generation, edge
computing reduces the latency
involved in transmitting data to a
remote cloud server for processing and
decision-making [14]. Fog networking
extends the concept further by
distributing computing and storage
resources throughout the network,
including edge devices, access points,
and routers. This decentralized
architecture allows for faster data
processing, enabling real-time
decision-making and  supporting
resource-intensive applications, such
as sensor fusion for perception systems
and high-definition mapping for
precise localization and navigation.

The concept of Vehicle-to-Everything
(V2X) communication has emerged as
a comprehensive framework within
AEV communication networks. V2X
communication encompasses various

types of communication, including
V2V, V2I, V2P  (vehicle-to-
pedestrian), and V2G (vehicle-to-
grid). This holistic approach enables
AEVs to exchange information with
not only other vehicles and
infrastructure components but also
pedestrians,  traffic ~ management
systems, and smart grids. V2X
communication networks facilitate the
seamless integration of AEVs into the
broader transportation ecosystem,
enabling enhanced situational
awareness, improved safety, and
optimized resource management. For
example, V2X communication allows
AEVs to alert nearby vehicles and
pedestrians about their intentions, such
as changing lanes or making turns,
enhancing safety and reducing the risk
of accidents. V2X communication also
enables AEVs to interact with smart
grid infrastructure, facilitating
intelligent energy management by
optimizing charging and discharging
patterns based on grid conditions and
demand [15].

The V2X framework relies on
standardized communication
protocols, such as IEEE 802.11p
(Wireless Access in  Vehicular
Environments) and cellular-based
technologies like C-V2X, to ensure
interoperability and compatibility
between different entities in the
transportation ecosystem [16], [17].
These protocols define the rules and
procedures for data  exchange,
including message formats,
transmission protocols, and security
mechanisms [18]. By establishing a
common language for communication,
V2X enables seamless integration and
cooperation among AFEVs,
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infrastructure components,
pedestrians, and other stakeholders,
ultimately improving the efficiency,
safety, and overall performance of
AEV operations.

The continued advancements in edge
computing, fog networking, and V2X
communication are crucial for the
further development and optimization
of AEV communication networks.
These technologies address the unique
requirements of autonomous
transportation, such as low latency,
high reliability, and real-time decision-
making capabilities. As research and
innovation progress, we can expect to
see even more  sophisticated
communication networks that enable
seamless and efficient integration of
AEVs into our transportation
infrastructure, revolutionizing the way
we travel and interact with our
environment.

Challenges in AEV
Communication Networks

The  implementation of AEV
communication networks introduces
new challenges in terms of data
security and privacy. These networks
handle large volumes of data,
including sensitive information related
to wvehicle operations, passenger
details, and traffic patterns. Ensuring
secure communication and protecting
this data from unauthorized access are
critical concerns [19], [20]. Robust
encryption algorithms and protocols
are employed to secure data

transmission and prevent
eavesdropping or tampering [21].
Additionally, authentication

mechanisms are utilized to verify the
identity of communicating entities,

ensuring that only authorized AEVs,
infrastructure components, and other
stakeholders can access the network.
Access control mechanisms are
implemented to limit data access to
authorized parties and prevent
unauthorized entities from
compromising the network. These
security measures, combined with
secure storage and handling of data,
help  safeguard the integrity,
confidentiality, and privacy of
information within AEV
communication networks.

The diverse range of AEV
communication technologies and
protocols necessitates interoperability
and standardization efforts. Various
manufacturers and developers
implement their own communication
systems, which may differ in terms of
protocols, interfaces, and data formats.
To enable seamless communication
and data exchange among different
AEVs, infrastructure components, and
stakeholders,  interoperability  is
crucial. Collaborative efforts among
industry stakeholders, standardization
bodies, and regulatory authorities play
a pivotal role in establishing common
communication  standards. These
standards define the rules and
protocols for data exchange, ensuring
that AEV systems from different
manufacturers can communicate
effectively ~ with  each  other.
Standardization efforts also promote
compatibility, scalability, and cost
efficiency by eliminating the need for
proprietary communication solutions.
Moreover, standardization enables the
development of a robust ecosystem of
interoperable AEVs and infrastructure,
fostering innovation, competition, and
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accelerated adoption of autonomous
transportation technologies.

To address the interoperability and
standardization challenges, industry
consortia, such as the 5G Automotive
Association (5GAA) and the Car
Connectivity  Consortium (CCC),
collaborate to develop and promote
common communication standards
and guidelines. Regulatory authorities
also play a crucial role by establishing
regulations and guidelines that
encourage the adoption of
standardized communication protocols
in AEV systems. These collaborative
efforts aim to create a unified and
standardized framework for AEV
communication networks, enhancing
their reliability, efficiency, and
effectiveness in supporting safe and
efficient autonomous transportation
[22].

Ensuring security and privacy in AEV
communication networks is of utmost
importance, requiring robust
encryption, authentication, and access
control mechanisms. Interoperability
and standardization efforts are also
crucial to  establish common
communication standards, enabling
seamless  data  exchange  and
cooperation among different AEVs,
infrastructure ~ components,  and
stakeholders [23]. By addressing these
challenges, we can create a secure and
interoperable ecosystem for AEV
communication networks, paving the
way for the widespread adoption of
autonomous  transportation  and
reaping its benefits in terms of safety,
efficiency, and sustainability.

As the number of AEVs on the road
continues to grow, scalability becomes

a critical factor in AEV
communication networks.  These
networks must be capable of
efficiently handling the increasing data
traffic generated by a large number of
vehicles, infrastructure components,
and connected devices. Scalability
ensures that the communication
infrastructure can accommodate the
growing demand for real-time data
exchange, without compromising the

reliability and low-latency
requirements of AEV operations [24].
This involves designing

communication protocols, network
architectures, and infrastructure
components that can scale
dynamically, adapting to fluctuations
in network load and traffic patterns.
Additionally, effective traffic
management mechanisms, such as
intelligent routing algorithms and
congestion control techniques, help
mitigate network congestion and
optimize data transmission, ensuring
smooth and efficient communication
within the AEV ecosystem.

AEV communication networks must
operate reliably under various adverse
environmental conditions. Factors
such as poor weather conditions,
electromagnetic  interference, and
complex urban environments pose
challenges to the effective functioning
of these networks. Adverse weather
conditions, such as heavy rain, fog, or
snow, can impact the performance of
wireless communication systems by
attenuating signals and reducing signal
quality.  Robust = communication
protocols, resilient  to signal
degradation, and advanced error
correction techniques are employed to
ensure reliable data transmission in
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such scenarios [25]. Moreover, the
presence of electromagnetic
interference from other wireless
devices or sources can disrupt
communication signals. Shielding
techniques, frequency planning, and
interference mitigation strategies are
utilized to minimize the impact of

electromagnetic  interference  and
maintain the integrity of AEV
communication. Additionally, the

complex urban environment with tall
buildings, tunnels, and dense urban
infrastructure can lead to signal
blockages and multipath propagation.
Advanced antenna designs, signal
reflection mitigation techniques, and
adaptive beamforming technologies
are employed to address the challenges

posed by urban environments,
enabling reliable and efficient
communication in such complex

scenarios.

To address scalability and adverse
environmental conditions, continuous
research and development efforts are
dedicated to  improving  the
performance and resilience of AEV
communication networks. By
leveraging advances in wireless
communication technologies, signal
processing, and network management,
scalable and robust communication
solutions are being developed to
ensure  reliable and  efficient
communication  between  AEVs,
infrastructure components, and the
broader transportation ecosystem.
These efforts aim to create
communication networks that can
seamlessly adapt to the growing
demands and overcome challenges
posed by adverse conditions [26], [27],
ultimately enabling safe and efficient

autonomous transportation in any
scenario [28].

Scalability and network congestion
management are vital considerations
in AEV communication networks to
handle the increasing data traffic
generated by a growing number of

vehicles  [29], [30]. Adverse
environmental conditions  present
challenges that necessitate robust
communication protocols and
technologies capable of adapting to
challenging  scenarios.  Through
continuous innovation, these

challenges can be addressed, ensuring
the reliability, efficiency, and
resilience of AEV communication
networks, and advancing the

widespread adoption of autonomous
transportation.

Potential Applications of AEV
Communication Networks

AEV communication networks play a
crucial role in enabling cooperative
driving scenarios. These scenarios
involve vehicles actively sharing
information such as sensor data, traffic
information, and intentions with each
other through V2V communication.
By sharing this data, AEVs can
enhance their situational awareness
and make more informed decisions,

ultimately improving safety,
efficiency, and traffic flow. For
example, AEVs can exchange

information about their positions,
speed, and acceleration rates to
anticipate and avoid potential
collisions. Additionally, AEVs can
share data about road conditions,
hazards, or sudden braking, allowing
nearby vehicles to react proactively
and adjust their behavior accordingly.

Evolution of Autonomous Electric Vehicle Communication Networks: A

Comprehensive Review



advances in urban resilience and sustainable city design

ORIENT review is a scientific journal publisher based in Asia, dedicated to disseminating high-quality research across various academic disciplines.
With a strong commitment to fostering scholarly advancement and promoting cross-cultural understanding, ORIENT REVIEW has established itself

ORIENT

Review

nternati

as a reliable platform for researchers, academics, and professionals across the globe.

Cooperative driving, facilitated by
AEV  communication  networks,
promotes  collaborative  behavior
among vehicles, creating a safer and
more efficient driving environment.

AEV  communication  networks
provide valuable real-time data that
can be utilized for traffic management
and optimization purposes. By
collecting data from AEVs regarding
their positions, velocities, and travel
routes, traffic management systems
can gain insights into traffic patterns
and make informed decisions to
optimize traffic flow. This data allows
authorities to monitor and predict
traffic congestion, identify
bottlenecks, and implement proactive
measures to mitigate congestion
before it escalates. Furthermore, AEV
communication networks enable
intelligent traffic signal control
systems, where traffic signals can be
dynamically adjusted based on real-
time traffic conditions. This dynamic
signal control helps to optimize traffic
flow, reduce waiting times, and
improve overall travel efficiency. By
leveraging the data generated by AEV
communication  networks, traffic
management authorities can
implement data-driven strategies to
improve traffic management, reduce
congestion, and enhance the overall
transportation experience.

The integration of cooperative driving
and traffic management capabilities
into AEV communication networks
offers significant benefits for both
individual ~ vehicles and  the
transportation ecosystem as a whole.
By facilitating information exchange
and collaboration among vehicles,

AEV ~ communication  networks
enhance safety by enabling proactive
collision avoidance. Additionally, the
utilization of real-time data for traffic
management and optimization leads to
reduced congestion, shorter travel
times, and improved fuel efficiency.
As AEV communication networks
continue to advance, leveraging the
power of cooperative driving and data-
driven traffic management will play a
vital role in creating a safer, more
efficient, and sustainable
transportation system.

AEV communication networks have a
significant impact on enhancing safety
in autonomous transportation. These
networks enable the exchange of
safety-critical information among
vehicles, infrastructure components,
and pedestrians, allowing for the
implementation of advanced safety
features. For instance, through V2V
communication, AEVs can share real-
time data about their positions, speed,
and intentions, enabling intersection
collision warning systems. These
systems can detect potential collisions
at intersections and alert drivers or
trigger autonomous emergency
braking to prevent accidents. AEVs
can also utilize V2V communication
for blind-spot monitoring, where
vehicles can exchange information to
detect nearby vehicles in blind spots
and provide warnings to drivers. By
enabling seamless communication and
data exchange, AEV communication
networks enhance situational
awareness, improve response times,
and contribute to overall road safety.

AEV communication networks offer
opportunities for optimizing energy
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consumption and smart charging
strategies. AEVs can communicate
with the grid infrastructure and
charging stations to optimize their
energy usage and plan routes based on
charging station availability. This
allows AEVs to make informed
decisions regarding energy
management, ensuring  efficient
utilization of available resources.
Moreover, AEVs can participate in
vehicle-to-grid  (V2G)  programs,
where they can supply power back to
the grid during peak demand periods
or when the grid requires stabilization.
V2G communication allows for
bidirectional energy flow, enabling
AEVs to act as mobile energy storage
units. By utilizing AEVs as distributed
energy resources, AEV
communication networks contribute to
the stability and sustainability of the
power grid while promoting efficient
energy  usage and  reducing
dependency on fossil fuels. The
integration of energy management
capabilities into AEV communication
networks aligns with the broader goals
of sustainable transportation and smart
grid integration.

The implementation of enhanced
safety features and energy efficiency
measures through AEV
communication networks
demonstrates their potential for
transforming  the  transportation
ecosystem. By enabling the exchange
of safety-critical information and
facilitating advanced safety systems,
these networks enhance overall road
safety and reduce the risk of accidents.
Additionally, the integration of smart
charging and V2G capabilities
optimizes  energy  consumption,

promotes renewable energy
integration, and contributes to the
sustainability of transportation and the
power grid. The continued
advancement of AEV communication
networks holds great promise in
further improving safety, efficiency,
and sustainability in autonomous
transportation.

AEV communication networks have
undergone  significant  evolution,
transitioning from basic vehicle-to-
vehicle (V2V) and vehicle-to-
infrastructure (V2I) communication to
comprehensive frameworks known as
Vehicle-to-Everything (V2X)
communication. This evolution has
been driven by advancements in
technologies such as  cellular
connectivity, edge computing, and fog
networking. These advancements have
paved the way for the implementation
of advanced applications in safety,
traffic management, and energy
efficiency within AEV communication
networks.

The integration of  cellular
connectivity into AEV communication
networks, particularly with the advent
of 4G and 5G networks, has greatly
expanded their capabilities. Cellular
Vehicle-to-Everything (C-V2X)
technology has enabled direct
communication not only between
vehicles and infrastructure but also
with pedestrians and the cloud. This
enhanced connectivity has broadened
the scope of AEV communication
networks,  enabling  applications
beyond safety, including traffic
management, intelligent routing, and
infotainment services [31].
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The adoption of edge computing and
fog networking has addressed
challenges such as low-latency
requirements and limited bandwidth in
AEV communication networks. These
approaches involve processing data at
the network edge, closer to the
vehicles and infrastructure, to reduce
latency and bandwidth requirements.
Edge computing facilitates real-time
decision-making and supports
resource-intensive applications such
as sensor fusion and high-definition
mapping [32], [33].

However, the widespread adoption and
seamless integration of AEVs into
existing transportation systems still
face challenges. Security remains a
critical concern, with the need to
ensure secure communication and
protect sensitive information from
unauthorized access. Robust
encryption, authentication, and access
control mechanisms are essential to
address these security challenges.

Interoperability and standardization
are also vital for the successful

integration of AEVs into
transportation systems. The diverse
range of AEV  communication
technologies and protocols
necessitates  collaborative  efforts
among industry stakeholders,

standardization bodies, and regulatory
authorities. Common communication
standards need to be established to
ensure interoperability and
compatibility between different AEV
systems and infrastructure
components.

Scalability is another challenge that
must be addressed as the number of
AEVs on the road increases. AEV

communication  networks must
efficiently handle the growing data
traffic while maintaining reliable and
low-latency communication.
Strategies such as dynamic scaling and
congestion control mechanisms are
crucial to address network congestion
and optimize data transmission.

Furthermore, adverse environmental
conditions, including poor weather,
electromagnetic  interference, and
complex urban environments, pose
challenges to AEV communication
networks. Robust communication
protocols and technologies that can
adapt to these challenging scenarios
are necessary to ensure reliable and
efficient ~ communication  under
adverse conditions. The collective
efforts of industry stakeholders,
standardization bodies, and regulatory
authorities promise exciting
developments and transformative
changes in the future of autonomous
electric vehicles. As these challenges
are addressed, the integration of AEVs
into existing transportation systems
will become more seamless, leading to
safer, more efficient, and sustainable
transportation.
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