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Abstract

The proliferation of smart homes has introduced an array of Internet of Things (IoT) devices that demand efficient bandwidth and latency
management to support real-time applications such as video streaming, voice commands, and smart security systems. These real-time
applications are highly sensitive to network delays and bandwidth fluctuations, requiring robust Quality of Service (QoS) mechanisms to
ensure optimal performance. In conventional networks, QoS protocols prioritize traffic based on predefined rules, but IoT-driven smart home
environments introduce new circumstances due to the diversity of devices and applications. This paper analyzes the challenges in smart home
environments, where devices with varying bandwidth and latency requirements coexist. We examine existing QoS mechanisms and how they
can be improved or changed to prioritize critical IoT devices. A special emphasis is placed on identifying network-level enhancements that can
support low-latency communication for smart security systems and bandwidth-intensive applications like high-definition video streaming. The
integration of modern technologies, such as Software-Defined Networking (SDN) and edge computing, in enhancing QoS for smart homes
is analyzed. The paper concludes by proposing a layered QoS architecture that dynamically adapts to the needs of various smart home
applications for optimizing resource allocation while ensuring high bandwidth and low latency for mission-critical devices.
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1. Introduction

The rapid development of smart home technologies has led to a sig-
nificant increase in the number of Internet of Things (IoT) devices
operating within household networks. These devices are designed
to enhance convenience, security, and energy efficiency in homes,
integrating a wide range of functionalities into everyday tasks. Smart
home systems can include devices such as smart thermostats, light-
ing systems, refrigerators, surveillance cameras, smoke detectors,
and voice-activated assistants. Each of these devices plays a specific
role in automating and streamlining household management tasks,
contributing to a more connected and intelligent living environment
[1].
At the core of smart home technology is the Internet of Things

(IoT), a network of physical devices embedded with sensors, software,
and other technologies that allow them to connect to the internet and
exchange data. IoT devices in a smart home system communicate
with one another, often through a centralized hub, enabling users to
control and monitor household functions remotely via smartphones,
tablets, or dedicated interfaces. These devices are typically designed
with wireless connectivity, making them easy to install and operate
within an existing home infrastructure.
The architecture of a smart home IoT system is composed of several

key components, each fulfilling a specific role in the overall ecosys-
tem. The primary components include IoT devices, communication
protocols, data processing units, cloud services, and user interfaces.
The IoT devices themselves are the physical elements that perform

specific functions. For example, a smart thermostat can regulate heat-
ing and cooling systems based on user preferences or environmental
data, while smart lights can adjust brightness or color temperature
automatically or based on user commands. More critical devices,
such as surveillance cameras and smoke detectors, are integrated into
home security systems, providing real-time monitoring and alerts in

case of emergencies. Voice-activated assistants, such as Amazon’s
Alexa or Google Assistant, act as control points for other smart home
devices, allowing users to issue voice commands to adjust settings,
control lighting, play music, or interact with other devices.
To enable communication between these devices, smart home

networks rely on various communication protocols, such as Wi-Fi,
Zigbee, Z-Wave, or Bluetooth Low Energy (BLE). Each protocol has
distinct characteristics suited for different types of devices and usage
scenarios. For instance, Wi-Fi provides high data throughput and is
well-suited for devices that require large amounts of data, such as
video feeds from surveillance cameras, while protocols like Zigbee and
Z-Wave offer low-power, low-bandwidth options ideal for sensors or
other battery-operated devices. These protocols ensure that data can
be transmitted efficiently between devices within the home network,
allowing them to function cohesively.
The data generated by IoT devices must be processed and ana-

lyzed to provide actionable insights and automate decision-making
processes. This is often achieved through edge computing, cloud
computing, or a combination of both. Edge computing allows data
processing to occur locally, within the home, on devices such as
routers or dedicated smart home hubs, reducing latency and ensur-
ing real-time responsiveness. Cloud computing, on the other hand,
enables the storage and processing of large volumes of data in cen-
tralized servers, allowing for more complex data analysis, machine
learning, and integration with other cloud-based services.
The cloud also plays a vital role in maintaining the continuous

operation of smart home systems. Cloud services provide remote
access to IoT devices, enabling users to control and monitor their
homes even when they are not physically present. For instance, a
user can adjust their thermostat or receive a security alert through
a smartphone app while at work. Additionally, cloud services offer
data backup and synchronization, ensuring that settings, preferences,
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and historical data are retained and accessible across different devices
and platforms [2].
User interfaces form the final component of a smart home system,

providing users with the tools to interact with their IoT devices. These
interfaces can take many forms, including mobile applications, web
dashboards, and voice control systems. The effectiveness of a smart
home system often hinges on the ease of use of its user interface, as
users must be able to easily contable, monitor, and control their de-
vices. A well-designed user interface integrates all connected devices
into a single platform, allowing users to manage various aspects of
their home through a unified, intuitive interface.
The mechanisms behind the operation of smart home IoT systems

rely heavily on automation, interoperability, and intelligent decision-
making. Automation refers to the ability of devices to perform tasks
without manual intervention, based on predefined rules, schedules,
or sensor data. For example, a smart thermostat can adjust the home’s
temperature based on the time of day or the presence of occupants,
while a smart lighting system can automatically turn off lights when
no one is in the room. Automation is a key feature of smart homes,
reducing the cognitive load on users while optimizing energy use and
improving convenience.
Interoperability, on the other hand, refers to the ability of differ-

ent IoT devices to communicate and work together within a unified
system. This is important in smart homes, as devices from different
manufacturers or platforms often need to be integrated into a single
ecosystem. Many smart home systems are designed with interop-
erability in mind, using open standards or cross-platform protocols
to ensure that devices can work together seamlessly. This allows
users to expand their smart home system with new devices over time,
without being locked into a single vendor or platform.
The heterogeneous nature of devices within smart home environ-

ments presents significant challenges to ensuring that each device
operates with the appropriate level of bandwidth and latency. These
devices range from those supporting critical real-time functions, such
as video conferencing, high-definition content streaming, and secu-
rity monitoring, to non-critical systems such as smart lighting and
environmental sensors. While real-time applications require high
bandwidth and low latency for optimal functionality, the simultane-
ous operation of a large number of lower-priority devices can strain
network resources and create congestion, potentially degrading the
performance of more time-sensitive tasks. The ability to manage this
complexity becomes essential, and Quality of Service (QoS) mecha-
nisms are critical to achieving this.
QoS, traditionally used in networking to manage and prioritize

traffic, ensures that resources such as bandwidth are allocated in a
way that meets the specific needs of different types of applications.
For example, it might prioritize video conferencing data over data
from a smart lighting system to ensure that the real-time application
runs smoothly without interruption. In smart home environments,
however, QoS mechanisms face new and unique challenges due to
the diversity of devices and the dynamic nature of traffic patterns they
generate. The wide variety of smart devices in a home network each
has its own specific network performance requirements, making the
efficient allocation of network resources far more complex than in
traditional environments.
The bandwidth and latency requirements of real-time smart home

applications demand that QoSmechanisms be capable of dynamically
adapting to fluctuating network conditions. Applications such as
video streaming and real-time security monitoring need to maintain
continuous high-bandwidth, low-latency communication to function
properly. In contrast, devices like smart lighting systems and sen-
sors typically operate with lower bandwidth demands and higher
tolerance for latency. However, their sheer number and continuous
operation can create network congestion, limiting the availability of
resources for higher-priority applications.
The crux of the issue lies in how best to refine QoS mechanisms to

meet these specific demands in smart home networks. Existing QoS
protocols and technologies have been developed for more static and
uniform networks, such as enterprise systems, where traffic patterns
are often predictable, and devices tend to have relatively homoge-
neous network requirements. In smart home networks, this is not
the case. These environments are characterized by constant changes
in traffic due to the varying use of different devices, time-sensitive
applications, and the coexistence of both critical and non-critical
devices on the same network. Therefore, simply applying traditional
QoS mechanisms without modification often proves inadequate.
One of the main challenges to QoS provisioning in smart home

environments is the difficulty of prioritizing real-time applications
over other forms of network traffic in a consistent manner. In many
cases, smart homes utilize a mixture of wireless technologies, such
as Wi-Fi, Zigbee, Z-Wave, and Bluetooth, each with its own commu-
nication standards, latency tolerances, and bandwidth limitations.
The presence of multiple communication protocols introduces an
added layer of complexity in managing network resources, as differ-
ent protocols may handle traffic prioritization differently. For exam-
ple, Wi-Fi-based video conferencing might compete for resources
with Zigbee-based environmental sensors or Z-Wave security devices,
leading to contention that could hinder the performance of critical
applications.
Another challenge is the nature of dynamic traffic patterns within

smart homes. Traffic loads can change rapidly based on the user’s
activity or external factors. For instance, during a video conference,
large amounts of data will need to be transmitted with minimal delay,
while at other times, the network may be dominated by small packets
of data from environmental sensors. This dynamic fluctuation makes
it difficult to apply static QoS configurations, as these are often unable
to respond to changes in traffic load and network conditions in real-
time. To ensure that QoS is maintained, the system must be able
to continuously monitor network traffic and reallocate resources
accordingly to avoid congestion and maintain the performance of
real-time applications.
Existing QoS protocols and mechanisms, such as Differentiated

Services (DiffServ), Integrated Services (IntServ), and Multiprotocol
Label Switching (MPLS), provide frameworks for managing traffic in
traditional networks but show limitations when applied to IoT-driven
smart home environments. DiffServ, for example, classifies traffic
into different service levels and applies pre-determined policies to
ensure certain types of traffic receive preferential treatment. How-
ever, in a dynamic smart home network, where the traffic pattern is
unpredictable, such static prioritization schemes may fail to offer the
flexibility needed to accommodate fluctuating demands. Similarly,
IntServ, which uses resource reservation protocols to guarantee QoS
for specific data flows, may struggle in smart homes where devices
often lack the processing power or communication capabilities to
maintain continuous resource reservations. MPLS, while highly ef-
fective in backbone networks, might also be difficult to implement
in the context of home IoT devices due to their limited networking
capabilities [3].

2. Background and Challenges

2.1. 1. Heterogeneous Device Ecosystem

Aheterogeneous device ecosystemwithin the context of a smart home
refers to an interconnected environment where a wide array of de-
vices with varying capabilities, functionalities, and data requirements
coexist and communicate. This ecosystem includes devices such as
temperature sensors, smart lights, IP cameras, door locks, home assis-
tants, and other smart appliances, each designed for specific tasks and
equippedwith different hardware and communication protocols. The
heterogeneity arises from the fact that these devices have different
operational characteristics, including data generation rates, power
consumption profiles, communication latency requirements, and
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Figure 1. Heterogeneous Device Ecosystem in a Smart Home

Device Type Data Requirement Communication Protocol Latency Tolerance
Temperature Sensor Low, periodic data transmis-

sion
Zigbee, Z-Wave, Bluetooth High latency tolerance

Smart Camera Continuous, high-definition
video stream

Wi-Fi (2.4 GHz / 5 GHz) Low latency, real-time trans-
mission

Smart Door Lock Occasional, event-driven data Zigbee, Bluetooth Low latency tolerance
IP Camera High, constant video stream-

ing
Wi-Fi Very low latency for real-time

interaction
Motion Sensor Sporadic, event-based data

transmission
Zigbee, Bluetooth High latency tolerance

Table 1. Characteristics of Different Devices in a Heterogeneous Smart Home Ecosystem

bandwidth needs, all of which complicate their seamless integration
into a cohesive network.
The first fundamental aspect of this heterogeneity is the variation

in data requirements across different devices. For instance, simple
sensors like a temperature or humidity sensor generate small amounts
of data at regular intervals. These devices do not require constant
communication or large bandwidth, and they can typically tolerate
higher levels of latency. On the other hand, devices like smart cameras
or video doorbells continuously generate and transmit high-definition
video streams, which demand significant bandwidth and real-time,
low-latency transmission. The disparity between devices that require
minimal data transmission and those that continuously generate
massive amounts of data is one of the defining characteristics of a
heterogeneous device ecosystem.
Another important factor is the latency tolerance of different de-

vices. Some devices, such as smart thermostats or lighting systems,
can function effectively with delays of several milliseconds to seconds.
If there is a slight lag in adjusting the temperature or turning on a
light, it typically does not affect the overall user experience. However,
in contrast, devices like smart doorbells, security cameras, or motion
detectors, which are involved in safety or real-time interaction, re-
quire instant data transmission. For instance, a delay in the video feed
from an IP camera could prevent timely responses in a security event.
Therefore, such devices have strict requirements for low-latency com-
munication, and any delay could lead to degradation in performance
or reliability. The diversity in latency tolerance further highlights the
complexities involved in managing a network where some devices
can wait for data, while others demand immediate action.
In addition to the variability in data and latency requirements,

there is considerable diversity in communication protocols used by
different devices within the ecosystem. Some devices operate using
high-bandwidth, high-power communication standards like Wi-Fi,
which allows for faster data transmission over longer distances. Con-
versely, many battery-powered devices, such as sensors or door locks,
rely on low-power protocols like Zigbee, Z-Wave, or Bluetooth, which
prioritize energy efficiency over data rate and range. These protocols

are designed to optimize power consumption, allowing devices to
operate for extended periods without requiring frequent recharging
or battery replacement. The coexistence of different communication
protocols with their distinct operational characteristics—such as data
rate, range, and power consumption—adds another layer of complex-
ity to the ecosystem. This diversity necessitates sophisticated network
management to ensure that devices can communicate effectively, de-
spite their different underlying communication technologies.
Another critical feature of a heterogeneous device ecosystem is

bandwidth allocation. Devices such as IP cameras, which continu-
ously stream high-definition video, require substantial bandwidth
to function correctly. In contrast, other devices, like a motion sen-
sor, might only transmit data sporadically, such as when motion is
detected. This contrast in bandwidth needs creates a dynamic environ-
ment where some devices constantly compete for network resources,
while others only occasionally make demands on the network. As
a result, the ecosystem needs to manage bandwidth in a way that
satisfies the high demands of data-heavy devices without negatively
impacting the operation of less demanding ones.
Resource contention is a key issue that emerges from these varying

requirements. In a network where multiple devices simultaneously
compete for shared resources like bandwidth and processing power,
ensuring the efficient functioning of each device becomes increasingly
difficult. When bandwidth-heavy devices, such as cameras, dominate
the available resources, they can inadvertently deprive lower-priority
devices, like sensors or smart thermostats, of the bandwidth they
need to function. This leads to a situation where some devices may
experience delays or interruptions in service, which could reduce
the overall efficiency and reliability of the smart home ecosystem.
Resource contention, therefore, must be carefully managed to pre-
vent the starvation of less demanding devices while still meeting the
stringent requirements of high-performance devices.
Moreover, the heterogeneity of devices in this ecosystemoften leads

to differing power consumption profiles. Battery-powered devices like
smart locks, sensors, or remote controls need tominimize their power
usage to maximize battery life, and as such, they often employ low-
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Device Type Traffic Pattern Bandwidth Requirement Priority
Video Surveillance Camera Sporadic high-bandwidth dur-

ing motion detection
High during activity High

Voice Assistant Burst traffic during user inter-
action

Medium Medium

Smart Lights Low, occasional updates Low Low
IP Camera Continuous real-time video

stream
High High

Motion Sensor Intermittent, triggered by mo-
tion

Low Medium

Smart Thermostat Periodic updates, user-
controlled

Low Low

Table 2. Traffic Patterns and Bandwidth Requirements of Smart Home Devices

power, low-bandwidth communication methods that are optimized
for energy efficiency. These devices prioritize long operational life
over speed and data transmission capabilities. In contrast, devices like
IP cameras or smart speakers that are connected to a constant power
source can afford to consumemore power, enabling them to use more
resource-intensive communication methods that provide higher data
rates and lower latency. The need to balance power consumption
with performance requirements further complicates the design and
management of the network, as it must accommodate both energy-
conserving devices and high-performance, power-hungry devices.
Another characteristic of heterogeneous ecosystems is the potential

for network interference in environments where multiple devices
communicate over the same spectrum. For example, many smart
home devices rely on Wi-Fi, which operates in the 2.4 GHz and 5
GHz frequency bands. As the number of devices on the network
increases, so does the likelihood of interference, which can degrade
performance and lead to packet loss, jitter, or delays. Interference is
especially problematic for devices that require consistent, real-time
communication, such as IP cameras. In contrast, devices that operate
on different frequencies, such as those using Zigbee or Z-Wave, might
experience less interference, but they still face challenges in ensuring
smooth interoperation with Wi-Fi devices. Managing interference
within such a diverse spectrum of communication protocols becomes
a critical issue, especially as more devices are added to the ecosystem.
Additionally, security is a significant concern in a heterogeneous

device ecosystem, primarily due to thewide variety of devices with dif-
fering levels of computational power and security capabilities. Many
smart home devices those with limited processing power or designed
to operate on lightweight protocols, may not have robust security
features, making them vulnerable to attacks. These vulnerabilities
can be exploited to gain unauthorized access to the network, intercept
data, or even take control of devices. Given the sensitive nature of
some devices, such as security cameras or smart door locks, ensur-
ing the integrity and confidentiality of communications across the
network is paramount. The challenge is that security measures need
to be both strong enough to protect against threats and lightweight
enough to be compatible with the constrained resources of some
devices [4].

2.2. 2. Unpredictable Traffic Patterns
In smart home networks, unpredictable traffic patterns emerge as
a direct consequence of the diverse and sporadic data transmission
behaviors of connected devices. These networks often consist of
various devices with distinct operational cycles and communication
needs, ranging from continuous streams of data to sporadic bursts of
activity. This unpredictability makes it difficult for traditional, static
Quality of Service (QoS) models, which allocate resources based on
predefined traffic expectations, to meet the dynamic needs of a smart
home environment. As a result, these networks demandmore flexible,
adaptive mechanisms that can respond to varying traffic loads in real-
time.

A prime example of this unpredictability can be observed in video
surveillance systems. Many smart home security cameras or video
doorbells remain largely inactive during periods when no motion is
detected. During these idle phases, these devices generate minimal
network traffic, requiring very little bandwidth or attention from
the network’s resource allocation mechanisms. However, when mo-
tion is detected, the scenario changes dramatically. These devices
immediately transition into high-data-output modes, streaming high-
definition video or images to storage devices or cloud servers, often in
real-time. This sudden surge in data generation necessitates a rapid
and significant increase in bandwidth to prevent the degradation of
video quality or delayed transmission, both of which could critically
affect the reliability of the system, especially in security-sensitive
applications.
In a similar fashion, voice-controlled virtual assistants such as

Amazon Alexa, Google Assistant, or Apple’s Siri, exhibit sporadic
traffic demands. These devices, while constantly listening for user in-
put, generate minimal traffic most of the time. However, when a user
issues a voice command, there is an immediate need for rapid data
transmission. The assistant must process the voice input, transmit
the data to cloud servers for natural language processing, and return
a response to the user, often within seconds or even milliseconds,
depending on the complexity of the task. This bursty traffic pattern
is highly unpredictable, as it depends entirely on user interaction,
which can occur at any time and often with varying intervals between
commands.
These examples highlight the dynamism of traffic patterns in smart

home environments. The traffic is not only unpredictable but also
characterized by significant fluctuations in bandwidth demand. Some
devices may remain inactive or generate minimal traffic for extended
periods, only to demand large amounts of bandwidth in an instant.
This poses a challenge for static QoS models, which are designed to
allocate bandwidth based on fixed rules or assumptions about traffic
load. In a smart home environment, such assumptions can lead to
inefficient resource utilization, with some devices receiving more
bandwidth than necessary during low-traffic periods, while others
are starved of resources during high-traffic periods when the network
is congested.
To address these issues, QoS mechanisms in smart home networks

must be dynamic, capable of adjusting resource allocation in real-
time in response to changes in traffic patterns. The network must be
able to detect sudden surges in demand from high-priority devices,
such as video cameras or voice assistants, and allocate the necessary
bandwidth and processing power without causing significant disrup-
tions to lower-priority devices. For instance, when amotion-triggered
video feed demands a burst of bandwidth, the QoS system must pri-
oritize that traffic while ensuring that other devices, such as smart
lights or temperature sensors, continue to receive enough bandwidth
to function correctly.
The challenge of handling unpredictable traffic patterns is com-

pounded by the need to maintain a balance between responsiveness
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Device Type Impact of Network Congestion Latency Sensitivity
IP Camera Dropped frames, degraded video qual-

ity
High sensitivity, real-time
transmission required

Smart Door Lock Delayed locking/unlocking com-
mands

High sensitivity, critical for se-
curity

Voice Assistant Slow response to commands, jitter in
audio playback

High sensitivity, real-time in-
teraction required

Smart Thermostat Minor delays in adjusting temperature Low sensitivity, can tolerate
higher latency

Motion Sensor Delayed detection of motion events Medium sensitivity, timely de-
tection important

Table 3. Effects of Network Congestion and Latency Sensitivity Across Different Smart Home Devices

and fairness. On the one hand, high-priority devices that require
real-time data transmission, such as video cameras or voice assis-
tants, must be given priority to avoid performance degradation dur-
ing critical moments. On the other hand, the system must prevent
lower-priority devices from being starved of bandwidth for extended
periods, as this could lead to failures in basic smart home functions.
For example, while a video camera may require immediate band-
width to stream video during an event, other devices like smart door
locks or lighting systems also need reliable access to the network to
perform their functions, albeit at lower bandwidth levels.

This necessity for real-time adaptation in resource allocation re-
quires intelligent network management systems that can continu-
ously monitor network traffic and dynamically adjust the allocation
of bandwidth, processing power, and other resources. Such systems
must be able to distinguish between routine low-priority traffic, such
as periodic updates from sensors, and urgent high-priority traffic,
like real-time video streams or voice commands. They must also
account for the possibility of multiple high-priority events occurring
simultaneously, ensuring that all critical traffic is handled efficiently
without overwhelming the network.

Moreover, predicting traffic patterns in a smart home environment
is inherently difficult, given the dependence of many devices on ex-
ternal triggers or user interactions. Video cameras rely on motion
detection, whichmay be triggered by anything from a person entering
a room to a change in lighting conditions. Similarly, voice assistants
are entirely dependent on user activity, which can vary widely in
frequency and duration. The lack of predictable patterns makes it
impossible for traditional traffic models to effectively manage band-
width allocation, further necessitating a dynamic approach to QoS
management.

In addition to user- or event-triggered devices, time-sensitive ap-
plications such as home automation routines can also contribute to
unpredictable traffic patterns. For instance, a smart home system
might be programmed to activate multiple devices simultaneously
at specific times—turning on lights, adjusting thermostats, and un-
locking doors when the user arrives home. Such events can create
brief but intense bursts of traffic that may strain network resources if
not managed properly. These routine but irregular bursts of activity
add another layer of complexity to the network’s ability to manage
unpredictable traffic patterns.

Furthermore, traffic prioritization becomes challenging when de-
vices within the smart home ecosystem have varying importance to
the user. A smart refrigerator updating its internal system might not
be as time-sensitive as a live video feed from the front door, but both
tasks require some level of bandwidth. The network must continu-
ously prioritize which devices receive bandwidth based on real-time
conditions, traffic load, and user-defined preferences, while also en-
suring that less critical devices receive enough bandwidth to function
properly [5].

2.3. 3. Network Congestion and Latency Sensitivity
Network congestion and latency sensitivity are significant challenges
in smart home networks, especially for real-time applications such as
video streaming, security monitoring, and voice-controlled systems.
These applications demand minimal delays to function effectively,
and even minor increases in latency can lead to significant perfor-
mance issues, such as dropped frames in video streams or delays
in triggering security responses. Latency, in this context, refers to
the time delay between the initiation of data transmission and its
reception. In real-time systems, where immediate feedback or action
is critical, low-latency communication is essential to ensure smooth
operation.
In smart home environments, real-time applications like video

surveillance systems are especially prone to the effects of latency.
For instance, IP cameras or smart doorbells typically stream high-
definition video data, which requires fast, consistent transmission to
maintain video quality. When these systems experience even small
delays, frames may be dropped or video quality degraded, leading
to choppy or incomplete video streams. For security applications,
this issue is problematic. Any delay in transmitting real-time footage
could mean that critical security events, such as an intrusion, are
either missed entirely or not detected in time to allow for an appropri-
ate response. In such scenarios, the real-time aspect of the system is
rendered ineffective, reducing the overall reliability and functionality
of the security setup.
In addition to dropped frames and degraded video quality, jit-

ter—the variability in packet arrival times—can further complicate
real-time data transmission. Jitter results in inconsistencies in the
delivery of data packets, which is especially detrimental for video
and audio streams. For example, in security monitoring, jitter can
cause delayed or out-of-order video frames, which disrupts the seam-
lessness of the real-time video feed. Similarly, in voice-controlled
systems, such as virtual assistants, jitter can lead to uneven audio
playback or slow responses to voice commands, further degrading
user experience.
The root cause of these issues is often network congestion, a con-

dition where the volume of data being transmitted across the net-
work exceeds its capacity to handle it efficiently. In a smart home
ecosystem, where multiple devices are often communicating simulta-
neously, congestion becomes a critical problem. Devices such as IP
cameras, smart speakers, thermostats, and sensors may all attempt to
transmit data concurrently, especially during peak activity periods.
This increased load on the network can create bottlenecks, where
the available bandwidth is insufficient to meet the demands of all
the devices. As a result, latency increases, packet loss becomes more
frequent, and overall network performance degrades.
One illustrative example is the simultaneous operation of high-

bandwidth devices like IP cameras and low-bandwidth, but critical
devices like smart locks or motion sensors. While IP cameras require
substantial bandwidth to stream high-definition video, smart locks
and sensors typically generate small data packets but need reliable
and timely communication to perform critical functions, such as
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Figure 2. Impact of Network Congestion on Latency-Sensitive Real-time Applications

locking doors or detecting movement. In a congested network, high-
bandwidth devices may consume the majority of available resources,
leaving little room for other devices to transmit their data in a timely
manner. This creates a situation where real-time security monitoring
is compromised due to delayed or dropped data packets, increasing
the risk of system failures during critical moments.
Wireless networks, which are commonly used in smart home envi-

ronments, are susceptible to congestion and latency issues. Wi-Fi, for
example, operates on shared frequency bands, meaning that all de-
vices connected to the same networkmust contend for bandwidth. As
more devices are added to the network, and more data is transmitted,
the likelihood of congestion increases. This is especially problematic
for real-time applications like video streaming, where large amounts
of data need to be transmitted consistently and quickly. The more
devices that compete for bandwidth, the more likely it is that some
devices will experience delays, leading to degraded performance. Ad-
ditionally, the wireless nature of these networks makes them more
vulnerable to interference from other electronic devices or neighbor-
ing networks, which can further increase latency and packet loss.
The impact of network congestion and latency sensitivity is not

limited to video or security applications. Voice-controlled systems,
such as virtual assistants (e.g., Amazon Alexa, Google Assistant), also
rely on low-latency communication to function effectively. These
devices must process user commands in real-time, which involves
capturing audio, transmitting it to cloud servers for processing, and
receiving a response—all within fractions of a second. When network
congestion increases latency, the delay in processing voice commands
becomes noticeable, leading to slower responses or even failed in-
teractions. The user experience suffers significantly when a voice
assistant cannot respond quickly, and this delay disrupts the seamless
control that is expected in a smart home environment.
The variability in bandwidth requirements among devices further

exacerbates the problem. High-priority, latency-sensitive devices
such as IP cameras require consistently high bandwidth, whereas low-
priority devices like smart thermostats or lighting systems generate
smaller amounts of data and can tolerate higher latency. However,
in periods of congestion, the network may become overloaded with
data from high-bandwidth devices, causing low-priority devices to
experience longer delays in transmitting their data. This not only
affects the performance of those devices but also creates inefficiencies
in the overall network operation, as resources are not allocated in a

way that aligns with the real-time needs of each device [6].
Furthermore, packet loss, a common occurrence in congested net-

works, can severely affect the performance of real-time systems. In
heavily congested environments, data packets may be dropped when
the network is unable to process them in time. For real-time video
streaming, this results in visible gaps in the video feed or degraded
image quality. In security systems, packet loss can lead to incomplete
data transmissions, causing gaps in recorded footage or failures in
triggering alarms. Additionally, for voice-controlled systems, packet
loss can result in incomplete or distorted audio commands, reducing
the accuracy of the system’s ability to recognize and respond to user in-
puts. Packet retransmission mechanisms, which are often employed
to recover lost packets, introduce additional delays, compounding the
latency problem and further degrading the performance of real-time
applications [7].

2.4. 4. Bandwidth Limitation and Scalability
The proliferation of IoT devices in smart home environments has in-
troduced a significant challenge related to bandwidth limitations and
scalability. As more devices are integrated into the home network,
the overall demand for bandwidth increases substantially, creating a
situation where the existing network infrastructure, often centered
around Wi-Fi, may struggle to accommodate the growing volume of
data transmission. Scalability in this context refers to the network’s
ability to handle a continuous influx of devices and data traffic with-
out degradation in performance. However, scaling up smart home
networks to meet this increased demand presents both technical and
infrastructural hurdles in relation to limited bandwidth resources.
One of the primary issues is that Wi-Fi networks, which are com-

monly used in smart homes, operate on finite bandwidth, and the
capacity of these networks is shared among all connected devices. As
the number of devices increases, especially bandwidth-intensive ones
such as IP cameras, smart TVs, and video doorbells, the available
bandwidth must be divided among them. Each additional device
draws from the same bandwidth pool, potentially leading to network
congestion, increased latency, and degraded performance for all de-
vices. In a large smart home ecosystem, where dozens of devices may
be simultaneously active, this creates a significant bottleneck, as the
network may not be able to provide sufficient resources for all devices
to function optimally.
Bandwidth limitations become especially apparentwhenhigh-data,
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Device Type Bandwidth Requirement Scalability Challenge
IP Camera High, continuous data stream Dominates available bandwidth, caus-

ing congestion for other devices
Smart Doorbell High during triggered events Requires sudden burst of bandwidth

when motion is detected
Smart Thermostat Low, periodic data transmission May experience delays when higher-

bandwidth devices overload the net-
work

Voice Assistant Medium, bursty traffic during user in-
teraction

Competes for bandwidth during peak
usage periods

Motion Sensor Low, event-driven data transmission Can be delayed by high-bandwidth de-
vices like IP cameras

Smart Lighting System Low, sporadic updates Suffers from scalability issues when
many devices are active simultane-
ously

Table 4. Bandwidth Requirements and Scalability Challenges for Smart Home Devices

real-time applications must coexist with numerous low-data devices.
For example, an IP camera or a smart home entertainment system
can consume substantial bandwidth for continuous video stream-
ing. These devices require reliable, high-speed data transmission to
maintain video quality and minimize latency. In contrast, low-data
devices such as smart thermostats, motion sensors, or smart lighting
systems generate smaller amounts of data but still need consistent,
low-latency communication to function effectively. The challenge
arises when these vastly different devices are forced to share the same
bandwidth-limited network. The high-bandwidth devices can domi-
nate the available resources, potentially crowding out lower-priority
devices, which may result in delays in sensor communication, au-
tomation failures, or reduced responsiveness in low-data devices.
Moreover, the increasing number of devices places further strain

on traditional QoS (Quality of Service) models used to manage band-
width allocation. Traditional QoS approaches often rely on static pri-
oritization schemes, where specific devices or applications are given
predefined levels of bandwidth based on their expected needs. While
these models can be effective in small networks with predictable
traffic patterns, they often fall short in larger, more dynamic environ-
ments like modern smart homes. In a smart home with dozens or
even hundreds of IoT devices, the traffic is highly unpredictable, with
real-time video streams, voice commands, and sensor data competing
for network resources. The inability of static QoS models to adapt in
real time to changing traffic conditions can lead to inefficiencies in
bandwidth allocation, where some devices receive too much band-
width while others are starved, further exacerbating the problem of
network congestion and underutilization of resources [8].
As smart home networks grow in scale, the problem of scalability

becomes more pronounced. Wi-Fi, for example, operates on the 2.4
GHz and 5 GHz frequency bands, both of which have limited capac-
ity and can become overcrowded as more devices are added to the
network. In densely populated environments, such as urban areas
or apartment complexes, multiple networks may overlap, leading
to signal interference and further reducing the effective bandwidth
available for each device. This interference can cause packet loss, re-
transmissions, and increased latency, all of which degrade the overall
performance of the smart home network. As the network scales, this
competition for bandwidth not only increases but also becomes more
difficult to manage, as devices begin to contend for limited network
resources in unpredictable ways.
In addition to the limitations imposed by Wi-Fi, smart home scala-

bility also faces challenges related to the inherent capabilities of IoT
devices. Many smart home devices are designed to be energy-efficient
and use low-power communication protocols, such as Zigbee, Z-Wave,
or Bluetooth. While these protocols are ideal for battery-powered de-
vices like sensors or locks, they operate at lower data rates and shorter
ranges compared to Wi-Fi. As a result, networks using a mix of these

protocols may encounter issues when trying to scale, as devices on
different communication standards have vastly different capabilities
and bandwidth requirements. This heterogeneity makes it difficult
to create a uniform QoS strategy that ensures all devices receive the
bandwidth they need, especially in networks where high-bandwidth
devices coexist with low-power, low-bandwidth ones.
Another complicating factor in the scalability of smart home net-

works is the bursty nature of traffic generated by many IoT devices.
Devices like IP cameras or smart doorbells may remain idle for long
periods but then suddenly demand large amounts of bandwidthwhen
activated by a trigger event, such as motion detection. Similarly,
voice-controlled devices, such as Amazon Alexa or Google Assistant,
generate traffic in response to user commands, creating short bursts
of high-data transmission. The unpredictable and intermittent nature
of this traffic complicates bandwidth allocation, as the network must
be able to scale up quickly to accommodate these bursts while also
managing background traffic from other devices. In networks with
bandwidth limitations, these sudden spikes in demand can cause con-
gestion, leading to delays, dropped packets, or failures in real-time
applications [9] [10].
In smart home environments, another key consideration is the

device density and its impact on network scalability. As the number
of devices per household increases, the device-to-device interference
on shared channels (especially on Wi-Fi) becomes more significant.
Each device competes for airtime, and the more devices connected
to the network, the more likely it is that communication between
deviceswill suffer fromdelays due to channel congestion. This issue is
compounded by the fact that many smart home devices are designed
to be always on and connected, constantly transmitting status updates
or sensor readings to central hubs or cloud servers. As the number
of devices grows, so does the amount of background traffic, further
straining limited bandwidth resources and making it difficult to scale
the network without experiencing performance degradation [5].

3. Existing QoS Mechanisms

3.1. 1. Differentiated Services (DiffServ)
Differentiated Services (DiffServ) is a crucial Quality of Service (QoS)
mechanism designed to classify and manage network traffic by prior-
itizing data packets based on the specific needs of different applica-
tions. Introduced as an enhancement to the traditional "best-effort"
Internet Protocol (IP) traffic management, DiffServ plays a pivotal
role in managing traffic across complex network architectures where
multiple applications with varying requirements share the same net-
work infrastructure. This system becomes important in scenarios
where some services, such as voice over IP (VoIP), video conferencing,
or security systems, have stringent latency and bandwidth demands,
while others, like file downloads or email, can tolerate greater delays.
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DiffServ Component Description Function
DSCP (Differentiated Services
Code Point)

Field in the IP header that marks traf-
fic with a service level

Determines priority and QoS treat-
ment for packets

PHB (Per-Hop Behavior) Defines how routers handle packets
based on DSCP values

Ensures prioritization and appropriate
handling of packets

Expedited Forwarding (EF) PHB for low-latency, high-priority traf-
fic

Used for real-time applications like
VoIP and video streaming

Assured Forwarding (AF) PHB offering varying levels of delivery
assurance

Ensures reliable delivery with con-
trolled drop probabilities

Weighted Fair Queuing (WFQ) Queuing discipline that allocates re-
sources based on priority

Balances bandwidth allocation among
different traffic classes

Policing Monitors and enforces bandwidth lim-
its for traffic flows

Prevents overuse of bandwidth by lim-
iting excessive traffic

Shaping Buffers and smoothens traffic flows to
avoid network congestion

Controls bursty traffic, ensuring steady
transmission rates

Table 5. Key Components and Functions of Differentiated Services (DiffServ)

At its core, DiffServ employs a classification mechanism that tags
packets based on their priority level, allowing routers and switches
in the network to handle them according to predefined rules. This
contrasts with the "IntServ" (Integrated Services) model, which at-
tempts to guarantee resources for each individual flow but often faces
scalability issues. DiffServ, in contrast, leverages aggregate classifica-
tions rather than per-flow management, making it more scalable for
large networks. Traffic management in DiffServ is conducted at the
network layer (Layer 3), where the Differentiated Services Code Point
(DSCP) in the IP header marks each packet with a particular service
level. The DSCP field, which is a part of the IP packet header, defines
the type of service a packet should receive as it traverses the network.
These classifications allow network devices to apply differentiated
treatment, such as prioritization or resource allocation, based on the
packet’s DSCP value.
The mechanism of DiffServ relies on a concept known as "Per-Hop

Behavior" (PHB). PHB defines how network routers and switches
handle packets based on their DSCP markings. There are multiple
standard PHBs, each representing a distinct priority level or class
of service. The two most notable PHB categories are the Expedited
Forwarding (EF) and Assured Forwarding (AF) behaviors. Expedited
Forwarding is typically used for traffic requiring low latency and jitter,
such as voice or video streaming, ensuring that packets receive the
highest level of priority. On the other hand, Assured Forwarding
provides a mechanism for applications that need reliable delivery but
can tolerate some delay, offering different levels of delivery assurance
based on the assigned class.
One of the primary strengths of DiffServ lies in its ability to operate

in a relatively simple and scalable manner. By aggregating flows and
classifying traffic into broad categories rather than managing each
flow individually, DiffServ is capable of functioning efficiently even in
large-scale networks, such as those found in enterprise environments
or Internet Service Provider (ISP) backbones. This ability to manage
resources efficiently across vast and diverse traffic loads is one reason
DiffServ is widely adopted in modern IP networks.
However, DiffServ is not without limitations. It operates on a "best-

effort" trafficmanagement model for low-priority tasks, meaning that
these tasks do not have guaranteed delivery or bandwidth. This is ac-
ceptable for non-critical services but can lead to congestion or packet
loss when low-priority tasks are competing for resources in a highly
utilized network. Moreover, DiffServ’s classification mechanism is
based on predefined traffic classes, which can limit its adaptability
in environments where traffic patterns are highly dynamic or unpre-
dictable. For instance, the predefined traffic classes that work well
in traditional enterprise networks might not be sufficient for envi-
ronments such as smart homes, where the diversity and variability
of Internet of Things (IoT) devices present unique challenges. IoT
devices, which can range from security cameras and thermostats to

smart light bulbs, often have varying requirements in terms of band-
width, latency, and jitter. As traffic patterns in such environments
fluctuate rapidly based on the real-time demands of these devices,
DiffServ’s reliance on static classification can struggle to adapt quickly,
leading to inefficient resource allocation and suboptimal network
performance.
The architecture of DiffServ can be divided into several key com-

ponents. At the highest level is the classification and marking mech-
anism, where packets are identified and assigned DSCP values. This
classification typically happens at the edge of the network, where
traffic enters, ensuring that packets are appropriately marked before
being forwarded to core routers. Once classified, packets are man-
aged using queuing mechanisms within the network. Routers and
switches that support DiffServ will use these DSCP values to make
forwarding decisions, determining which packets should be priori-
tized and which can be delayed. The queue management mechanism
also plays a vital role here. In cases of network congestion, packets in
lower-priority queues may be dropped, while higher-priority traffic is
maintained, ensuring that critical applications receive the necessary
resources.
DiffServ also utilizes several specific queuing disciplines tomanage

traffic flows. One of the most common is Weighted Fair Queuing
(WFQ), which ensures that each traffic class receives a proportionate
share of the network’s resources based on its assigned priority. For
example, traffic marked with Expedited Forwarding might receive
a larger share of resources, while background tasks are relegated
to smaller, less critical allocations. This allows DiffServ to balance
the competing demands of various applications effectively. However,
this resource allocation process can become less efficient in highly
dynamic environments where new traffic patterns emerge rapidly
and unpredictably [11].
In addition to queuing, DiffServ leverages mechanisms such as

policing and shaping to further control the flow of traffic through the
network. Policing involves monitoring the traffic flow and enforcing
limits on the rate at which packets are sent, based on their DSCP
markings. If a particular traffic class exceeds its allocated bandwidth,
the network may either drop the excess packets or downgrade their
priority by modifying their DSCP values. Shaping, on the other hand,
smoothens traffic flows by buffering packets and releasing them at a
steady rate, preventing sudden bursts of data that might overwhelm
the network.
The interaction between DiffServ and Transmission Control Pro-

tocol (TCP) flows is another key aspect of its operation. TCP, the
dominant transport layer protocol in IP networks, is designed to ad-
just its transmission rate in response to network congestion. In a
DiffServ-enabled network, the prioritization of traffic can influence
how TCP adjusts its flows. High-priority traffic might maintain con-
sistent throughput even during congestion, while lower-priority flows
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could see their throughput reduced significantly as TCP backs off
in response to dropped packets or increased delay. This dynamic
introduces a complex interaction between DiffServ’s traffic prioriti-
zation and TCP’s congestion control algorithms, which can lead to
performance imbalances in some cases [12].
It is also important to recognize the difference between DiffServ

and alternative QoS mechanisms the Integrated Services (IntServ)
model. While DiffServ focuses on aggregate traffic management,
IntServ attempts to offer per-flow guarantees through the use of reser-
vation protocols, such as the Resource Reservation Protocol (RSVP).
However, IntServ’s scalability is a significant issue, as each flow re-
quires explicit reservation of network resources, which becomes un-
manageable in large-scale networks. DiffServ’s aggregate approach
circumvents this problem by eliminating the need for per-flow state
maintenance in routers, making it far more scalable.
One of the primary criticisms of DiffServ is its lack of strict guaran-

tees. While it can prioritize traffic based on classes, there is no end-to-
end guarantee of delivery or latency, as the behavior of each packet
is only influenced by the routers along its path and their respective
configurations. This is problematic in networks that span multiple
domains, such as the internet, where traffic may pass through routers
that are not DiffServ-aware or that have different QoS configurations.
In such cases, the prioritization applied within a DiffServ-enabled
domain might be ignored or overridden when traffic crosses into
a different domain, potentially undermining the QoS benefits that
DiffServ is intended to provide.
Furthermore, DiffServ can struggle in environments where traffic

patterns are highly unpredictable, such as in smart homes or IoT
ecosystems. These environments are characterized by a wide vari-
ety of devices with diverse traffic requirements, ranging from high-
priority security systems to low-priority sensors. As traffic patterns
can change dynamically based on real-time events (e.g., a security
camera suddenly streaming video due to a detected motion), Diff-
Serv’s reliance on static classification and predefined traffic classes
may not be flexible enough to handle these sudden shifts in demand.
Best-effort refers to the default trafficmanagement model in IP net-

works, where no guarantees are provided for the delivery or quality of
service. DSCP (Differentiated Services Code Point) is the field in the
IP header that indicates the level of service a packet should receive.
PHB (Per-Hop Behavior) describes the forwarding treatment a packet
receives at each router or network device along its path, based on its
DSCP value. Expedited Forwarding (EF) and Assured Forwarding
(AF) are two of the most common PHB groups, with EF offering
low-latency, high-priority service for time-sensitive applications, and
AF offering varying degrees of delivery assurance. Queuing disci-
plines such as Weighted Fair Queuing (WFQ) are used to allocate
bandwidth among different traffic classes, while policing and shaping
are techniques used to control the rate at which traffic is sent into the
network [13].

3.2. 2. Integrated Services (IntServ)

Integrated Services (IntServ) is a fundamentalQuality of Service (QoS)
model in network management that aims to provide guaranteed re-
sources for individual applications or flows by reserving bandwidth
across the entire path between a source and a destination. IntServ
operates on the principle of explicit resource reservation, where ap-
plications signal the network to request the necessary bandwidth
and resources ahead of time, ensuring that real-time services such as
video conferencing, voice over IP (VoIP), and other latency-sensitive
applications can operate without experiencing packet delays or losses.
The keymechanism behind IntServ is its use of a signaling protocol,

typically the Resource Reservation Protocol (RSVP), to reserve the
required resources along the data path before a flow begins. RSVP
works by sending a reservation request from the application at the
source to all the routers and network devices in the data path to
the destination. Each device checks its available resources, and if

it can fulfill the request, it sets aside a portion of its bandwidth and
processing capacity for the specific flow. This process ensures that the
required resources, such as bandwidth, buffer space, and processing
power, are available throughout the flow’s entire journey, providing
strong guarantees for packet delivery and minimizing delays. As
a result, IntServ offers deterministic QoS, which is beneficial for
applications that have stringent requirements for latency, jitter, and
packet loss.
The architecture of IntServ is built around three main components:

flows, admission control, and resource reservation. Flows are identi-
fied as unique data streams between a source and a destination, and
IntServ focuses on providing specific QoS guarantees for each flow.
For instance, a VoIP call from a specific user would be treated as an
individual flow, and resources would be reserved specifically for that
flow. Admission control is a critical component of the IntServ model,
as it determines whether the network has sufficient resources to meet
the QoS requirements of a new flow before allowing it to proceed. If
the network does not have enough resources, the new flow request
is rejected to ensure that existing flows do not suffer degradation in
service quality. Finally, resource reservation is the process through
which the network allocates the necessary resources along the entire
path to support the QoS needs of the flow, typically managed using
RSVP.
One of the main characteristics of IntServ is its ability to provide

strict QoS guarantees. When a flow is admitted into the network, it
is guaranteed to receive the necessary bandwidth, and the delay or
jitter it experiences will be minimized based on the resources that
have been reserved. This level of guarantee is what distinguishes
IntServ from more flexible QoS models, such as Differentiated Ser-
vices (DiffServ), which operates on a more aggregate traffic classifi-
cation approach without guaranteeing individual flow performance.
IntServ’s model is often compared to a circuit-switched network,
where a dedicated path with allocated resources is established before
communication begins, ensuring predictable service levels for the
duration of the session.
However, despite its strengths in delivering high levels of service

quality for real-time applications, IntServ faces significant scalability
challenges in environments with a large number of devices, such as
smart homes or the Internet of Things (IoT) ecosystems. The most
critical scalability issue with IntServ arises from the fact that it re-
quires per-flow state maintenance and resource reservation for every
individual data flow. This creates a significant amount of overhead,
especially in large-scale networks. Routers and other network devices
must keep track of each flow’s state, manage resource reservations,
and continuously monitor and adjust for new flows or changes in
flow characteristics. In small networks or those with only a few real-
time applications, this is manageable, but as the number of flows
increases, the complexity and overhead grow substantially.
In a smart home environment, where hundreds or even thousands

of IoT devicesmay coexist, the scalability of IntServ becomes problem-
atic. IoT devices such as security cameras, sensors, smart thermostats,
and light bulbs may generate numerous concurrent data flows, each
with its own set of QoS requirements. Maintaining per-flow state in-
formation and managing resource reservations for each device would
introduce a considerable amount of signaling traffic and control over-
head, increasing latency and reducing network efficiency. This would
be especially detrimental for latency-sensitive applications, where
any delay in resource allocation or state management could lead to
performance degradation. For instance, a smart home security system
that relies on real-time video streaming would require low-latency
and high-priority data transmission. If the network is congested with
signaling traffic and per-flow reservations for other IoT devices, the
performance of the security system could be compromised, negating
the primary benefit of IntServ’s resource reservation mechanism.
The complexity introduced by per-flow management in IntServ

is further compounded by the dynamic nature of smart home net-
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IntServ Component Description Function
RSVP (Resource Reservation
Protocol)

Signaling protocol for reserving net-
work resources

Ensures required bandwidth and re-
sources are allocated for specific flows

Admission Control Process of determining if sufficient re-
sources are available for a new flow

Prevents over-allocation of resources,
ensuring QoS for existing flows

Guaranteed Service Service class with strict guarantees on
bandwidth, latency, and jitter

Ensures that real-time applications re-
ceive the necessary resources for opti-
mal performance

Controlled-Load Service Service class providing performance
similar to a lightly loaded network

Offers reliable performance without
strict QoS guarantees

Per-Flow State Information routers maintain for each
individual flow

Tracks resource allocation and QoS re-
quirements for each data stream

Latency Time it takes for a packet to travel from
source to destination

A critical metric for real-time applica-
tions like VoIP and video streaming

Jitter Variation in packet latency over time problematic for applications requiring
consistent timing, such as video con-
ferencing

Table 6. Key Components and Functions of Integrated Services (IntServ)

works. In such environments, traffic patterns are highly variable, as
devices often generate data intermittently based on external stimuli.
For example, a motion sensor may remain idle for long periods but
suddenly generate a burst of traffic when motion is detected, prompt-
ing other devices like security cameras to begin streaming video. In
this scenario, IntServ would need to dynamically adjust its resource
reservations to accommodate the sudden surge in traffic, which can
be difficult to manage in real-time. The signaling and state main-
tenance overhead required to continually adapt to these changing
traffic patterns can lead to network inefficiencies and delay, which
defeats the purpose of providing low-latency guarantees for critical
applications.
Terminologically, there are several key concepts that are central to

understanding the operation of IntServ. Resource Reservation Proto-
col (RSVP) is the signaling protocol used to reserve resources along
the path of a flow. RSVP operates by sending PATH and RESV mes-
sages between the source and destination to communicate resource
requirements and confirm reservations. Admission control refers
to the process by which the network determines whether sufficient
resources are available to support a new flow’s QoS requirements
before allowing it to proceed. Guaranteed service is a service class in
IntServ that offers strict guarantees for bandwidth, delay, and jitter,
ensuring that real-time applications receive the resources they need.
Controlled-load service is another service class that provides a level
of service akin to a lightly loaded network, where performance degra-
dation is minimal but without the strict guarantees of the guaranteed
service class.
Additionally, per-flow state refers to the information that routers

and other network devices must maintain for each individual data
flow, including details about the flow’s resource reservation, band-
width allocation, and current QoS requirements. Latency, in this
context, is the time it takes for a packet to traverse from the source
to the destination, and jitter is the variation in latency, which can be
problematic for real-time applications like video conferencing, where
consistent timing of packet delivery is critical. Overhead refers to
the additional processing and bandwidth costs associated with main-
taining per-flow state information, signaling traffic, and resource
management [14].

3.3. 3. Traffic Shaping and Policing
Traffic shaping and policing are two critical mechanisms used in net-
work traffic management to enforce Quality of Service (QoS) policies
and ensure efficient utilization of network resources. These tech-
niques help control traffic flows to avoid congestion, reduce packet
loss, and minimize jitter, thereby improving the overall performance
and reliability of the network. While both mechanisms aim to reg-

ulate traffic, they differ in their approach and functionality. Traffic
shaping focuses on controlling the flow of outgoing data to conform
to a specified rate, smoothing bursts of traffic, whereas traffic polic-
ing monitors and enforces compliance with the defined rate, often
dropping or marking packets that exceed the specified limit.
Traffic shaping, also known as "packet shaping," is a mechanism

that deliberately delays packets to smooth out traffic flows, ensuring
that the data transmission rate stays within a predefined limit. This
is typically achieved by buffering excess packets and releasing them
at a controlled rate. Shaping works by adjusting the rate of data
transmission over time, thus preventing large bursts of traffic from
overwhelming the network. The goal is to regulate the flow so that
it conforms to the agreed-upon rate, avoiding sudden spikes that
could lead to congestion or packet loss. This technique is especially
useful in scenarios where applications have predictable data flows,
and it allows for better alignment with available network resources
by controlling when packets are transmitted.
The mechanism of traffic shaping relies on a well-defined rate-

limiting policy, where the maximum rate at which packets are al-
lowed to exit the network is specified. This is often implemented
using a token bucket or leaky bucket algorithm. In the token bucket
algorithm, tokens are added to a bucket at a constant rate, and each
packet must consume a token before it is allowed to pass. If the
bucket is empty, packets are buffered until new tokens are available.
This ensures that data transmission does not exceed the allowed rate
but still permits occasional bursts if there are enough tokens accu-
mulated. On the other hand, the leaky bucket algorithm works by
steadily draining packets at a constant rate, allowing for smoother
and more predictable traffic flows.
Traffic policing, in contrast, operates by enforcing traffic rates and

immediately taking corrective action when packets exceed the al-
lowed rate. Unlike shaping, which smooths out traffic by delaying
packets, policing applies stricter enforcement. Policing can either
drop packets that exceed the rate limit or reclassify (remark) them by
changing their priority level, effectively lowering their service quality.
The core function of traffic policing is to ensure that the traffic does
not exceed its allocated bandwidth at any given time, which helps
protect network resources and maintain fairness among different
flows.
The use of traffic shaping and policing in modern networks is

important for maintaining a balanced flow of traffic in situations
where bandwidth is limited or shared among multiple applications
with different service requirements. These mechanisms help mitigate
congestion, which can cause packet delays, losses, and increased
jitter — all of which are detrimental to real-time applications like
voice and video streaming. By ensuring that each flow conforms to
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Mechanism Description Function
Traffic Shaping Smooths out traffic by delaying packets

to conform to a specific rate
Prevents bursts of traffic from over-
whelming the network, using buffer-
ing techniques

Traffic Policing Monitors and enforces traffic compli-
ance with predefined rate limits

Drops or reclassifies packets exceeding
the allowed rate, ensuring fair resource
usage

Token Bucket Algorithm Allows packets to pass if enough to-
kens are available, permitting bursts

Provides flexibility by allowing occa-
sional bursts while maintaining long-
term rate control

Leaky Bucket Algorithm Drains packets at a constant rate,
smoothing traffic flow

Enforces strict rate control, preventing
bursts but offering predictable trans-
mission

Jitter Variability in packet delay over time Impacts real-time applications like
VoIP or video streaming by disrupting
smooth data transmission

Packet Loss Occurs when packets are dropped due
to exceeding rate limits or congestion

Reduces the quality of service for real-
time applications

Burst Tolerance The ability to handle short periods of
high traffic

Traffic shaping can smooth bursts
without significant delays or packet
loss

Table 7. Key Components and Functions of Traffic Shaping and Policing Mechanisms

its assigned rate, both shaping and policing contribute to smoother
network operations and more predictable performance.
However, in the context of smart homes and IoT environments,

traffic shaping and policing introduce unique challenges concern-
ing the prioritization and handling of low-priority traffic. Smart
homes are characterized by a wide variety of IoT devices that produce
both periodic and event-driven traffic, often with highly varying QoS
requirements. For example, smart thermostats, security cameras,
health-monitoring devices, and home automation systems generate
different types of traffic, each with its own level of importance. Real-
time security systems and health-related devices, such as emergency
alarms or heart-rate monitors, have strict latency and reliability re-
quirements. In contrast, other devices, like smart lighting systems or
thermostats, may tolerate some delay.
Traffic shaping, while useful for smoothing traffic flows, can in-

advertently introduce delays for lower-priority tasks. This becomes
problematic in smart homes, where even tasks classified as "low-
priority" might be critical in certain situations. For instance, a task
such as transmitting data from a security sensor or a health moni-
toring device might be marked as low-priority under typical traffic
management policies. However, in a real-world scenario, the timely
delivery of this data could be crucial for system effectiveness. If traffic
shaping delays such packets, even briefly, the overall effectiveness of
the system could be compromised. For example, a fewmilliseconds of
delay in transmitting data from a fall-detection sensor or a fire alarm
could lead to delayed emergency responses, potentially jeopardizing
user safety.
Traffic policing, similarly, poses challenges in IoT environments

like smart homes. By enforcing strict limits on data transmission
rates, policing can cause important packets to be dropped if they
exceed the pre-allocated bandwidth. This could lead to unpredictable
behavior for time-sensitive applications, especially when traffic spikes
occur unexpectedly. For example, a smart home security system
might suddenly start streaming video when motion is detected. If
the system’s traffic exceeds the predefined limits due to this sudden
surge, policing could result in dropped video frames or packet loss,
reducing the effectiveness of the security system. In environments
where critical traffic flows coexist with non-critical flows, the risk
of inadvertently penalizing important traffic becomes a significant
concern.
Another challenge in using traffic shaping and policing in smart

home environments is the dynamic nature of IoT traffic. Unlike

traditional networks, where traffic patterns are often predictable,
smart home networks are highly variable. Devices may go idle for
extended periods and suddenly generate large amounts of traffic
when triggered by specific events. For instance, a motion sensor
might remain inactive for hours, but when motion is detected, it
could trigger multiple devices such as cameras and alarms to transmit
data simultaneously. In such cases, traffic shaping might introduce
unwanted delays, and policing could result in traffic being dropped
due to sudden bursts that exceed the allowed rate if the QoS policy
does not adapt quickly enough to the changing conditions.
Moreover, traffic shaping and policing mechanisms must account

for the varying importance of different types of IoT traffic. Prioriti-
zation becomes crucial in these environments. While shaping and
policing can effectively regulate bandwidth and ensure that the net-
work does not become overwhelmed, care must be taken to ensure
that critical tasks, such as those related to security or health monitor-
ing, are not subjected to the same limitations as non-critical tasks like
smart lighting control. Current implementations of traffic shaping
often treat traffic based on predefined priority levels, which may not
always reflect the dynamic importance of traffic in smart homes. A
low-priority task in one scenario could become critically important
in another, especially in the context of security or health monitoring.
Terminologically, understanding key concepts related to traffic

shaping and policing is crucial to grasping their operation. Traffic
shaping refers to the process of smoothing outgoing traffic to conform
to a specific transmission rate, often using buffering techniques such
as the token bucket or leaky bucket algorithm. Policing involves
enforcing traffic limits by dropping or marking packets that exceed
the allowed rate. Jitter refers to the variation in packet delay over
time, which can significantly affect the performance of real-time
applications. Packet loss occurs when packets are dropped due to
congestion or traffic policing, leading to reduced quality of service in
applications like video streaming or VoIP.
Another important concept is burst tolerance, which refers to the

ability of traffic shaping mechanisms to handle short periods of traf-
fic bursts. While shaping can smooth traffic to prevent long-term
congestion, it must also allow for temporary bursts in traffic without
causing significant delays or packet loss. Token bucket and leaky
bucket algorithms are two common mechanisms used to implement
traffic shaping, each with its own advantages in managing bursts.
The token bucket allows for occasional bursts of traffic if enough
tokens are accumulated, making it suitable for applications with vari-
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able traffic patterns. The leaky bucket, on the other hand, enforces a
constant transmission rate, offering stricter control over traffic flows
but with less flexibility for handling bursts [15].

4. Proposed Enhancements to QoS Mechanisms

4.1. 1. Prioritization of Critical Devices Using SDN

Software-Defined Networking (SDN) presents a transformative ap-
proach to addressing the QoS challenges inherent in smart home
environments when it comes to the prioritization of critical devices.
SDN’s core concept lies in the decoupling of the network’s control
plane from the data plane. This separation allows for a more central-
ized, programmatic control over network traffic, enabling dynamic
management and real-time optimization of resources. In the con-
text of smart homes, where a wide array of IoT devices generate
diverse and often unpredictable traffic patterns, SDN offers the flexi-
bility needed to ensure that mission-critical devices, such as security
systems, health-monitoring sensors, and fire alarms, receive the nec-
essary priority to function optimally.
In traditional network architectures, traffic management is often

static, with routers and switches using precontabled rules to han-
dle packets based on fixed priorities or QoS policies. While mecha-
nisms like Differentiated Services (DiffServ) and Integrated Services
(IntServ) can offer some level of traffic prioritization, they lack the
flexibility to dynamically adapt to changes in network conditions,
especially in environments with highly variable traffic demands like
smart homes. SDN, by contrast, allows for a far more agile and re-
sponsive approach to traffic management. Since the SDN controller
maintains a centralized view of the network, it can continuouslymon-
itor traffic flows, identify changes in demand, and modify forwarding
rules in real time to meet the QoS requirements of different devices.
One of the primary advantages of SDN in a smart home is its ability

to dynamically allocate network resources based on the real-time
needs of critical devices. For example, consider a situation where a
smart home security camera detects motion and begins streaming
video to a remote monitoring service. Video streaming in high res-
olution, requires significant bandwidth and low latency to function

effectively. In traditional networks, the camera would rely on static
QoS policies that may or may not ensure adequate performance, espe-
cially if the network is congested with traffic from other IoT devices.
With SDN, the controller can immediately recognize the increase in
traffic from the security camera and adjust the network’s configura-
tion accordingly. It can prioritize this traffic by allocating additional
bandwidth to the camera, ensuring smooth video transmission with
minimal delay. This dynamic adjustment would be nearly impossible
in a non-SDN network, where reconfiguring traffic rules on-the-fly is
not feasible.
In addition to bandwidth management, SDN’s centralized control

enables a more granular and adaptive approach to QoS management.
SDN controllers can implement fine-grained policies that prioritize
traffic not just by device type, but also by the specific context in
which the traffic is being generated. For instance, in a smart home
environment, different devices may have varying levels of critical-
ity depending on the situation. A smart thermostat that regularly
communicates with the home’s HVAC system may not need signif-
icant network resources most of the time. However, during high
congestion periods, the thermostat’s communication might be depri-
oritized in favor of more critical systems, such as a smoke detector
or a health monitoring device. The SDN controller can seamlessly
handle this adjustment, reducing the resources allocated to less criti-
cal devices while ensuring that high-priority systems operate without
interruption.
Real-time traffic monitoring is one of the key features that SDN

brings to smart home QoS management. The SDN controller con-
tinuously monitors traffic flows across the network, gathering data
on bandwidth usage, latency, jitter, and packet loss. Using this in-
formation, it can make informed decisions about how to allocate
resources to different devices. This level of real-time monitoring is
valuable in smart homes, where the nature of traffic can shift un-
predictably. For example, during regular usage, a smart home may
have a low volume of traffic generated by devices like smart lights or
entertainment systems. However, an emergency event, such as the
activation of a fire alarm, may trigger a surge in traffic as multiple
devices (e.g., smoke detectors, cameras, alarms) simultaneously send
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data. The SDN controller can quickly detect this surge and prioritize
the relevant traffic, reducing delays for the most critical devices while
temporarily deprioritizing less essential ones.
Another advantage of SDN is its ability to enforce granularQoS poli-

cies. Traditional QoS mechanisms often classify traffic into broad cat-
egories (e.g., voice, video, data) with predefined priorities. In contrast,
SDN enables much more nuanced traffic management, where the
controller can define policies at a per-device or even per-application
level. For example, in a smart home, the SDN controller could treat
traffic from a health-monitoring device differently from traffic from a
security camera, even though both may be considered critical. The
health-monitoring device may require extremely low latency to trans-
mit vital signs in real time, while the security camera might prioritize
bandwidth over latency for video streaming. The SDN controller can
differentiate between these needs and allocate resources accordingly,
ensuring that each device receives the appropriate QoS treatment
based on its specific requirements.
One of the distinguishing features of SDN in the context of smart

homes is its ability to respond to changing network conditions with-
out requiring user intervention. Traditional home networks typically
rely on static configurations, where QoS policies are pre-set and can-
not adapt to real-time changes in traffic patterns. In a smart home,
this lack of adaptability can lead to inefficiencies, as devices that
once had low-priority traffic may suddenly become critical, such as
when a home security system detects an intruder. SDN addresses this
issue by allowing the network to adapt dynamically. For instance, if
the network becomes congested due to multiple devices competing
for bandwidth, the SDN controller can automatically deprioritize
non-essential traffic, such as that from smart speakers or streaming
services, in favor of critical systems like door locks or smoke detectors.
This ensures that important devices always have the resources they
need, even in high-traffic scenarios.
SDN also enables smarter resource allocation and scheduling. In

a typical smart home, a variety of IoT devices might compete for
bandwidth at different times. During peak hours, when multiple
family members are using bandwidth-intensive applications such as
video streaming or online gaming, less critical devices, like smart
home entertainment systems, could consume a significant portion
of the network’s capacity. With SDN, the controller can monitor
these traffic patterns and make intelligent decisions about how to
allocate resources. For example, it can assign lower bandwidth to
non-essential devices during peak periods, ensuring that critical sys-
tems, such as surveillance cameras or medical monitoring devices,
maintain their high level of service. Additionally, SDN can sched-
ule network resources more efficiently by using techniques such as
bandwidth reservation and dynamic resource reallocation. Band-
width reservation allows the SDN controller to pre-allocate a certain
amount of bandwidth to high-priority devices, ensuring that these
devices always have access to the network resources they need.
SDN also enhances security management within smart home envi-

ronments. The centralized control offered by SDN allows for more
sophisticated traffic analysis and the ability to quickly identify and
mitigate security threats. For example, if an SDN controller detects
unusual traffic patterns, such as data surges from an IoT device that
typically has low bandwidth requirements, it can flag this as a poten-
tial security breach and take immediate action, such as isolating the
device from the network or limiting its bandwidth. This level of secu-
rity monitoring is important in smart homes, where IoT devices often
have limited computational resources and may be vulnerable to ex-
ploitation. The SDN controller can ensure that critical devices, such
as door locks or security cameras, are not compromised by malicious
traffic while still maintaining their priority in the network.
Several key concepts are central to understanding how SDN en-

hances QoS in smart homes. Control plane refers to the part of the net-
work that determines how data packets should be forwarded, while
the data plane is responsible for actually forwarding the packets. In

traditional networks, these two functions are tightly coupled, but
SDN separates them, allowing for more centralized and flexible con-
trol. The SDN controller is the central management unit in the SDN
architecture that makes decisions about traffic forwarding, resource
allocation, and QoS policies. Flow rules are instructions that the
controller sends to network devices (such as switches and routers)
to dictate how packets should be handled based on real-time traffic
conditions [16].

4.2. 2. Edge Computing for Latency Reduction

Edge computing has emerged as a key technological advancement
that addresses latency challenges in smart home environments when
integrated with Software-Defined Networking (SDN). By shifting
computational tasks from centralized cloud servers to local edge de-
vices or nodes situated closer to the source of data generation, edge
computing significantly improves response times for latency-sensitive
applications. This architecture is advantageous for mission-critical
devices, such as smart security systems, health-monitoring devices,
and real-time automation systems, which require instantaneous pro-
cessing and decision-making.
The main premise of edge computing is that instead of relying

on distant cloud servers to perform all computational tasks, certain
processing is offloaded to devices that are geographically closer to the
IoT endpoints within a network. In a smart home, this means that
data generated by IoT devices—such as security cameras, motion
detectors, and door sensors—can be processed locally on an edge
node, such as a local gateway or an edge server installed in the home.
This local processing significantly reduces the amount of time it takes
for data to travel to the cloud and back, thus cutting down on latency
and improving the overall responsiveness of the system.
For example, consider a smart security system with cameras

equipped for continuous surveillance. When these cameras detect
motion, they typically send video data to a remote cloud server for
analysis and threat detection. In a traditional cloud-based architec-
ture, this process introduces latency because the data must traverse
the network to the cloud, be processed, and then the results are
sent back to the local device. In scenarios where rapid action is
needed—such as when a potential intruder is detected—this delay
can be detrimental to the system’s effectiveness. With edge comput-
ing, however, the video data can be processed locally at an edge node
within the smart home itself. By analyzing video streams at the edge,
the system can generate real-time alerts or responses (such as acti-
vating an alarm or locking doors) almost instantaneously, without
the need for the data to travel to a remote location. This immediate
processing at the edge ensures that latency is minimized, making the
system more efficient and reliable for time-sensitive applications.
Moreover, the benefits of edge computing extend beyond just la-

tency reduction. It also helps optimize bandwidth usage in smart
home networks. In typical cloud-based systems, IoT devices often
need to transmit large volumes of raw data to the cloud for processing,
which consumes significant amounts of bandwidth. For instance,
continuous video streaming from multiple security cameras could
quickly overwhelm the network, leading to congestion and degraded
performance for other devices. With edge computing, only processed
data, such asmotion alerts or relevant event-triggered snapshots, need
to be transmitted to the cloud or other devices. This dramatically
reduces the amount of data flowing through the network, freeing up
bandwidth for other devices and applications that require it. The com-
bination of edge computing and SDN can, therefore, lead to a more
efficient use of network resources by dynamically adjusting band-
width allocation based on real-time traffic demands and criticality of
the data.
Edge computing enhances the performance of real-time applica-

tions in several ways. Firstly, by performing computational tasks
locally, it removes the dependence on internet connectivity for criti-
cal operations. In a smart home, where devices may need to continue
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functioning even when the internet connection is unstable or tem-
porarily unavailable, edge computing provides a layer of resilience.
Security systems, for instance, can still process and respond to local
events without interruption, ensuring that core functions are main-
tained even in the absence of cloud connectivity.
Secondly, the distributed nature of edge computing ensures that

data is processed closer to where it is generated. This not only re-
duces the delay associated with data transmission but also reduces
the likelihood of bottlenecks occurring at central cloud data centers.
Centralized cloud servers in highly networked environments like
smart homes, can become overwhelmed by the large amount of data
being sent from numerous IoT devices, leading to increased delays.
By distributing computational tasks to local edge nodes, the load on
the cloud is minimized, and performance is improved. The ability
of edge computing to distribute the processing load across multiple
nodes also contributes to enhanced fault tolerance, as edge nodes can
continue to function even if one part of the system fails.
In addition to improving latency and bandwidth efficiency, edge

computing also provides enhanced data privacy and security, which
is a growing concern in smart homes. As IoT devices generate in-
creasingly sensitive data, such as video feeds from security cameras or
health data from monitoring devices, transmitting all of this informa-
tion to a remote cloud can raise privacy concerns. Edge computing
mitigates this risk by keeping data local and processing it close to the
source. Only necessary or aggregated data is transmitted to the cloud,
reducing the exposure of sensitive information to external threats.
For example, instead of sending continuous raw video footage to the
cloud for analysis, an edge node in the smart home could process
the video locally and only send alerts or key insights when necessary.
This approach not only limits the amount of sensitive data leaving the
home network but also enhances the overall security of the system
by reducing the attack surface for potential cyber threats.
When integrated with SDN, edge computing’s capabilities are fur-

ther amplified. SDN’s centralized control can intelligently orchestrate
the traffic flow between cloud, edge, and end devices based on real-
time network conditions and device requirements. For instance, in
periods of high network load or congestion, the SDN controller can
prioritize traffic going to the edge node over less critical data be-
ing sent to the cloud, ensuring that latency-sensitive applications
continue to perform optimally. Additionally, SDN can dynamically
reallocate resources in response to edge computing demands, provid-
ing a flexible and scalable solution for handling fluctuating traffic
patterns in smart homes. The SDN controller, with its centralized
view of the network, can also decide which tasks should be offloaded
to the edge versus the cloud, optimizing the overall performance and
efficiency of the network.
For example, in a scenario where a smart home is experiencing

high demand for bandwidth due to multiple devices (such as video
streaming services, online gaming, and IoT devices) operating simul-
taneously, the SDN controller can shift certain processing tasks to
the edge to reduce the strain on the network. This allows critical
devices, such as security cameras or health-monitoring systems, to
continue operating at full capacity without experiencing delays or
interruptions. SDN’s ability to prioritize traffic in real time, coupled
with the localized processing power of edge computing, creates a
more adaptive and resilient smart home network that can meet the
demands of both critical and non-critical devices without compro-
mising performance.
Terminologically, understanding key concepts in edge computing

is essential to appreciating how it integrates with SDN and other
network technologies. Latency, in this context, refers to the delay
between the time a data packet is generated by a device and when it
is processed or acted upon by a computing system. Edge computing
specifically targets the reduction of this delay by performing process-
ing tasks closer to the source of data generation. Edge nodes are local
devices or servers in a network that take on computational tasks that
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would otherwise be handled by cloud servers. These nodes can be
gateways, local servers, or even powerful routers capable of perform-
ing data analysis and decision-making functions. Fog computing is a
related concept that extends the edge computing model by creating
a hierarchical network of devices where data processing occurs at
multiple layers between the cloud and the edge, enabling even more
granular distribution of computing tasks. Bandwidth efficiency refers
to the optimization of network resources by minimizing unnecessary
data transmission, which is one of the primary benefits of offloading
tasks to local edge nodes.

4.3. 3. Dynamic Bandwidth Allocation with Machine Learning

Dynamic Bandwidth Allocation (DBA) using machine learning rep-
resents a promising approach to enhancing Quality of Service (QoS)
in smart homes by predicting network traffic patterns and optimizing
resource distribution in real-time. As the number of IoT devices in
smart homes increases, with each device having diverse bandwidth
and latency requirements, traditional static QoS policies may not be
sufficient. Machine learning (ML) techniques enable a more adaptive
and predictive QoS framework by leveraging historical data and real-
time traffic information tomake informed decisions about bandwidth
allocation [17].
In a smart home environment, the allocation of bandwidth must

be dynamic, as traffic patterns can vary significantly depending on
factors such as time of day, the presence of users, and the activities
taking place within the home. For example, streaming video from
security cameras, using video conferencing systems, and streaming
high-definition entertainment content all require substantial band-
width. If these activities coincide, network congestion may occur,
leading to higher latency and reduced QoS for critical applications.
By using machine learning, the network can anticipate peak usage
periods and adjust bandwidth allocation accordingly, ensuring that
critical applications continue to perform optimally.
Let us consider a smart home network consisting of𝑁 IoT devices,

each generating traffic at a variable rate over time. The total available
bandwidth for the network is denoted by 𝐵total, and the bandwidth
allocated to device 𝑖 at time 𝑡 is 𝐵𝑖(𝑡). The objective of dynamic band-
width allocation is to ensure that the sum of the bandwidth allocated
to all devices at any given time does not exceed the total available
bandwidth:

𝑁∑

𝑖=1
𝐵𝑖(𝑡) ≤ 𝐵total.

For real-time applications, the bandwidth allocation must meet
specific QoS requirements, such as maintaining low latency, reducing
jitter, and preventing packet loss. Let 𝑅𝑖(𝑡) represent the real-time
bandwidth requirement of device 𝑖 at time 𝑡. The goal is to allocate
bandwidth such that each device’s allocated bandwidth 𝐵𝑖(𝑡) closely
matches its real-time demand 𝑅𝑖(𝑡) for critical devices:

𝐵𝑖(𝑡) ≈ 𝑅𝑖(𝑡) for critical devices.

However, since the network must also accommodate non-critical
devices, the problem becomes one of prioritizing bandwidth based
on the importance of each device and its real-time demand. Let 𝑤𝑖
denote the priority weight assigned to device 𝑖, with higher values of
𝑤𝑖 corresponding to higher priority devices (e.g., security cameras,
health monitors):

𝑤𝑖 ∈ [0, 1] where
𝑁∑

𝑖=1
𝑤𝑖 = 1.

The optimization problem can then be framed as:

Maximize
𝑁∑

𝑖=1
𝑤𝑖 ⋅ 𝐵𝑖(𝑡),

subject to the constraint:
𝑁∑

𝑖=1
𝐵𝑖(𝑡) ≤ 𝐵total.

To achieve dynamic bandwidth allocation, machine learning al-
gorithms can be employed to predict the bandwidth requirements
𝑅𝑖(𝑡) for each device based on historical traffic data and real-time
network conditions. A time-series forecasting model, such as a Long
Short-Term Memory (LSTM) neural network, can be used to analyze
historical data and predict future bandwidth demands. LSTM is well-
suited for this task because it can capture long-term dependencies in
traffic patterns, such as daily peaks or specific user behaviors.
Let 𝑥𝑖(𝑡) represent the traffic generated by device 𝑖 at time 𝑡, and

let 𝐱𝑖 = {𝑥𝑖(𝑡 − 1), 𝑥𝑖(𝑡 − 2), … , 𝑥𝑖(𝑡 − 𝑝)} be the historical traffic data
of device 𝑖 over a period of 𝑝 time steps. The LSTMmodel learns a
mapping function 𝑓𝜃 , parameterized by 𝜃, to predict the future traffic
rate 𝑥̂𝑖(𝑡 + 1):

𝑥̂𝑖(𝑡 + 1) = 𝑓𝜃(𝐱𝑖).

By training the model on historical traffic data, the LSTM can
accurately predict the bandwidth demands of each device for future
time steps, allowing the network to allocate bandwidth preemptively.
The predicted bandwidth requirements 𝑅̂𝑖(𝑡 + 1) for each device are
then used to guide the dynamic allocation process:

𝐵𝑖(𝑡 + 1) = 𝑅̂𝑖(𝑡 + 1).

To optimize this process, a reinforcement learning (RL) approach
can be employed, where the SDN controller learns an optimal policy
for bandwidth allocation. The system’s state at time 𝑡, 𝑠(𝑡), includes
information about current bandwidth usage, predicted demands,
and network conditions. The controller’s action, 𝑎(𝑡), corresponds to
allocating a certain amount of bandwidth to each device. The goal is to
maximize the total reward, which is a function of theQoS experienced
by the devices, with penalties for under- or over-allocation:

Maximize 𝔼 [
𝑇∑

𝑡=0
𝑟(𝑡)] ,

where the reward 𝑟(𝑡) at time 𝑡 depends on how well the bandwidth
allocation satisfies the predicted demands and prioritization weights:

𝑟(𝑡) =
𝑁∑

𝑖=1
𝑤𝑖 ⋅ (1 − |||𝐵𝑖(𝑡) − 𝑅𝑖(𝑡)|||) .

A practical application of machine learning-based dynamic band-
width allocation in a smart home might involve a variety of IoT de-
vices, including smart thermostats, video cameras, smart lights, and
entertainment systems. Each device has different bandwidth and
latency requirements. For example:

• - A video camera requires a high, constant bandwidth to stream
real-time video, and it should be prioritized if motion is detected.

• - A smart thermostat generates periodic, low-bandwidth control
signals and does not require real-time response during network
congestion.

• - An entertainment system for streaming HD video requires sig-
nificant bandwidth but can be deprioritized during periods of
peak demand for more critical systems.

Machine learning models can identify traffic patterns associated
with each device and predict the periods of high demand. For in-
stance, if historical data shows that the smart home owner frequently
uses a video conferencing system between 9 a.m. and 11 a.m., the
machine learning model can predict higher bandwidth requirements
during that time window. The SDN controller, using these predic-
tions, could prioritize the video conferencing system during those
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hours, allocating additional bandwidth to ensure a smooth connec-
tion. Meanwhile, bandwidth for less critical devices, such as the smart
thermostat or entertainment system, could be reduced temporarily
to accommodate the higher demand.
In this scenario, the prediction function for bandwidth demand

𝑅̂𝑖(𝑡 + 1) is trained on past traffic data, allowing the SDN controller to
allocate bandwidth dynamically and in real time. This ensures that
real-time applications, such as video conferencing or home security,
receive the necessary resources during periods of high network traffic,
improving the overall QoS without the need for manual intervention.
Machine learning can further enhance QoS by identifying usage

patterns and adapting QoS policies dynamically. For example, if the
ML model identifies that a smart home owner frequently initiates
video calls during specific hours of the day, it can adapt the QoS poli-
cies by automatically adjusting the priority and bandwidth allocation
for video conferencing during those periods. This proactive allocation
ensures a seamless experience, improving the QoS without requiring
the user to manually prioritize devices.
Similarly, the model could detect when certain devices, such as

smart speakers or entertainment systems, are used infrequently or
during off-peak times. During periods of high demand, the system
could automatically deprioritize these devices, allocating the avail-
able bandwidth to more critical applications like health monitoring
or security. This ability to dynamically and intelligently manage re-
sources based on real-time data and learned patterns is one of the
most significant advantages of integrating machine learning into QoS
frameworks.

5. Layered QoS Architecture for Smart Homes

The proposed Layered QoS Architecture for smart homes integrates
Software-Defined Networking (SDN), edge computing, and machine
learning to address the heterogeneous nature of smart homenetworks.
The goal of this architecture is to provide efficient resource allocation
and prioritize traffic in a dynamic and adaptive manner, ensuring
Quality of Service (QoS) for diverse IoT devices with varying latency,
bandwidth, and reliability requirements [8].

The Device Layer consists of all the IoT devices within the smart
home network, each classified into categories based on their QoS
requirements. Devices in this layer can be divided into two broad
categories:

• High-priority devices: These are devices that require low-latency
and high-bandwidth resources, such as real-time security sys-
tems (e.g., surveillance cameras), video conferencing systems,
and health-monitoring devices.

• Low-priority devices: Devices that generate periodic or delay-
tolerant traffic, such as smart lights, thermostats, and other
automation sensors.

Each device in the network communicates its bandwidth and la-
tency requirements to the Network Control Layer. The devices peri-
odically send status updates and performance metrics, such as the
current traffic rate and latency sensitivity. These metrics are collected
by the SDN controller to optimize resource allocation.

𝑅𝑖 = Bandwidth requirement of device 𝑖 (1)

𝐿𝑖 = Latency requirement of device 𝑖 (2)

The Network Control Layer, powered by SDN, acts as the cen-
tralized management plane for traffic prioritization and bandwidth
allocation across the smart home network. This layer is responsi-
ble for dynamically allocating network resources based on real-time
traffic conditions and device requirements. The key functions of the
Network Control Layer include:

• Dynamic bandwidth allocation: Based on the real-time traffic
demands and predicted usage patterns of each device, bandwidth
is allocated dynamically. This prevents congestion during peak
usage and ensures sufficient resources for high-priority devices.

• Traffic prioritization: Using the device classification, the SDN
controller prioritizes traffic for critical devices. The priority
weight 𝑤𝑖 assigned to each device reflects its importance in the
network and is used to optimize resource allocation.
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𝑁∑

𝑖=1
𝐵𝑖(𝑡) ≤ 𝐵total (3)

𝐵𝑖(𝑡) = 𝑤𝑖 ⋅ 𝑅𝑖(𝑡) (4)

Incorporating machine learning algorithms, the SDN controller
can predict traffic patterns based on historical data, allowing it to
proactively allocate resources. Let 𝑅̂𝑖(𝑡 + 1) be the predicted band-
width requirement for device 𝑖, derived from a machine learning
model (e.g., a Long Short-Term Memory (LSTM) network):

𝑅̂𝑖(𝑡 + 1) = 𝑓𝜃(𝐱𝑖) (5)

where 𝐱𝑖 represents the historical traffic data for device 𝑖, and 𝑓𝜃 is
the learned model parameterized by 𝜃.
The network controller adjusts its bandwidth allocation according

to the predicted requirements 𝑅̂𝑖(𝑡 + 1), ensuring that critical devices
receive the necessary resources during periods of peak demand.
The Edge Layer is responsible for local processing of latency-

sensitive tasks, offloading computational workloads from the cloud
and ensuring real-time responsiveness for critical applications. By
placing computational resources closer to the IoT devices, the Edge
Layer reduces the need for long-distance data transmission to remote
cloud servers, significantly minimizing latency.

• Local processing: Tasks such as video analysis for security sys-
tems, motion detection, and real-time health monitoring are
processed locally by edge nodes, which are powerful enough to
handle these computations.

• Reduced bandwidth usage: Instead of transmitting raw data,
only processed data or relevant alerts are sent to the cloud. For
example, motion detection results can be transmitted rather
than continuous video streams, reducing the overall bandwidth
consumption.

The total latency 𝐿total experienced by a device can be expressed as
the sum of local processing latency 𝐿local at the edge and the trans-
mission latency 𝐿trans to the cloud:

𝐿total = 𝐿local + 𝐿trans (6)

With edge computing, the goal is tominimize 𝐿total by ensuring that
the majority of processing occurs locally, thus making 𝐿local ≪ 𝐿trans.
The workflow for this layered architecture involves interactions

between all three layers. IoT devices in the Device Layer continuously
communicate their traffic and QoS requirements to the Network
Control Layer. The SDN controller, equipped with machine learning
algorithms, predicts future traffic demands and dynamically allocates
bandwidth, ensuring that high-priority devices receive preferential
treatment. The Edge Layer performs local processing of critical tasks,
thereby reducing overall latency and improving the QoS for real-time
applications. This layered approach ensures that the network can
adapt in real time to changing traffic conditions and provide optimal
resource allocation across the smart home ecosystem.
This Layered QoS Architecture for smart homes offers a flexible,

adaptive, and scalable framework for managing the diverse traffic
patterns and QoS requirements of modern IoT ecosystems. By inte-
grating SDN, edge computing, andmachine learning, the architecture
dynamically allocates network resources and prioritizes critical tasks,
ensuring low latency, efficient bandwidth usage, and a superior QoS
experience for real-time applications. This design is well-suited for
the dynamic and heterogeneous nature of smart home environments,
where traffic patterns are unpredictable and resource demands vary
significantly across different devices and applications.

6. Conclusion

As smart home technologies advance rapidly, the proliferation of IoT
devices within household networks has seen a steady rise. These

devices encompass a broad spectrum of functionalities, ranging from
smart thermostats, lighting systems, and refrigerators to more crit-
ical systems like surveillance cameras, smoke detectors, and voice-
activated assistants. The diverse nature of these devices, each with
its specific requirements for bandwidth and latency, highlights the
growing necessity for effective Quality of Service (QoS) mechanisms.
Applications that demand high performance, such as video conferenc-
ing, high-definition content streaming, and real-time security mon-
itoring, rely on substantial bandwidth and low latency to function
effectively. Simultaneously, less-critical devices like smart lighting
systems and environmental sensors may still contribute to network
congestion, thereby degrading the performance of more essential
services.
Traditionally, QoS mechanisms are employed to manage network

traffic by allocating resources according to priority. In the context of
smart homes, these mechanisms must be tailored to handle dynamic
traffic patterns and the heterogeneous demands of various devices.
The core objective of this discussion is to explore how current QoS
mechanisms can be adapted to address the specific needs of smart
homes, where prioritizing real-time applications is crucial for ensur-
ing optimal performance. The discussion proceeds by first detailing
the inherent challenges in provisioningQoS in smart homes, followed
by an examination of existing QoS technologies and protocols, their
limitations in IoT-driven networks, and finally proposing new meth-
ods to optimize QoS in the management of bandwidth and latency
for real-time smart home applications.
The smart home ecosystem is highly heterogeneous, comprising a

wide variety of devices with differing data and latency requirements.
For instance, a temperature sensor produces minimal data and can
tolerate higher latency, while devices such as IP cameras or smart
doorbells that stream video require substantial bandwidth and must
function in real time. This variability complicates the implementa-
tion of effective QoS strategies, as suchmechanismsmust manage not
only bandwidth allocation but also ensure that low-latency commu-
nication is consistently provided to critical devices. At the same time,
the QoS framework must ensure that less demanding devices are not
deprived of the resources they need to function, adding another layer
of complexity to network management.
Another fundamental challenge in smart home environments is

the unpredictable nature of traffic patterns. Smart home networks
are inherently dynamic, with devices like video surveillance systems
lying dormant for extended periods and then suddenly requiring
large amounts of bandwidth when motion is detected. Similarly,
voice-activated assistants demand rapid data transmission but only
intermittently. Such fluctuations in network traffic render static
QoS models insufficient. Hence, dynamic QoS mechanisms that can
adjust resource allocation in real time are necessary to manage the
sudden surges in traffic from high-priority devices while maintaining
the performance of lower-priority ones.
Furthermore, many smart home applications are highly sensitive to

latency real-time services like video streaming and security monitor-
ing. Even minor delays can result in dropped frames in video streams
or reduce the efficacy of a security system to detect and react to threats
in real-time. Network congestion, stemming from the simultaneous
communication of multiple devices, further intensifies latency prob-
lems, leading to jitter and packet loss, both of which compromise the
functionality of latency-sensitive applications. This underlines the
critical need for refined QoS mechanisms that can minimize latency
and mitigate the adverse effects of network congestion.
Additionally, the growing number of IoT devices in smart homes

is putting increased pressure on network bandwidth. Many smart
home networks, which often rely on Wi-Fi, are limited by bandwidth
constraints and struggle to scale to meet the expanding demand.
Traditional QoS models may not be effective in such bandwidth-
constrained environments when real-time, high-bandwidth applica-
tions need to coexist with numerous low-data-rate devices. Therefore,
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optimizing bandwidth allocation in smart home networks requires an
approach that is both scalable and adaptable to the evolving demands
of the network.
Several established QoS mechanisms have been implemented in

various network environments, but they exhibit certain limitations
when applied to smart home ecosystems. Differentiated Services (Diff-
Serv) is one of the primary QoS mechanisms used to classify network
traffic into different service levels based on priority. DiffServ operates
by providing "best-effort" service for low-priority tasks, while assign-
ing higher priority to critical applications such as video streaming or
real-time security monitoring. However, DiffServ often encounters
challenges in environments characterized by unpredictable traffic
patterns, such as those in smart homes. Its predefined traffic classes
may lack the flexibility to manage the dynamic needs of IoT devices,
which require a more adaptive approach to QoS provisioning.
Integrated Services (IntServ) is another QoS mechanism that en-

sures bandwidth reservation for specific applications, thereby guar-
anteeing that real-time applications receive the resources they need
to maintain low latency. However, IntServ’s scalability is a signifi-
cant limitation in smart home environments. The requirement to
maintain per-flow state information and to dynamically adjust re-
source reservations across a large number of IoT devices introduces
significant overhead, potentially causing delays that undermine the
benefits for latency-sensitive applications.
Traffic shaping and policing mechanisms are also widely used to

smooth traffic flows and prevent congestion. By regulating the rate
at which data packets are transmitted, these techniques can reduce
packet loss and jitter, enhancing the overall performance of the net-
work. However, in smart homes, these methods may introduce delays
in lower-priority tasks, which could have detrimental effects on criti-
cal devices, such as those involved in security or health monitoring,
where even brief interruptions can compromise system reliability.
To address the limitations of existing QoS mechanisms, several

enhancements have been proposed. One promising solution involves
the use of Software-Defined Networking (SDN), which offers greater
flexibility and dynamic resource allocation by decoupling the con-
trol plane from the data plane. In a smart home, SDN controllers
can monitor network traffic in real time, allowing critical devices
like surveillance cameras, door locks, and smoke detectors to receive
higher priority during peak times. For example, when a security
camera detects motion, the SDN controller can dynamically allocate
more bandwidth to that device, minimizing latency and ensuring
a smooth video stream. SDN also provides more granular control
over QoS management, enabling the network to adapt to changing
conditions without requiring user intervention. During periods of net-
work congestion, the SDN controller could deprioritize non-critical
devices like smart thermostats or entertainment systems to ensure
that essential devices continue to operate effectively.
Edge computing has emerged as another key technology for reduc-

ing latency in smart home networks. By offloading computational
tasks from the cloud to local edge devices, real-time applications
can benefit from faster response times. This is valuable for mission-
critical devices, such as smart security systems. For instance, an edge
node installed within the smart home can process video data locally,
ensuring that security threats are addressed immediately without the
need to transmit large volumes of data to a distant cloud server. Edge
computing also reduces overall bandwidth requirements, as only es-
sential processed data (e.g., motion alerts instead of continuous video
feeds) needs to be transmitted, thus enhancing QoS for other devices
in the network.
Incorporating machine learning into QoS mechanisms further im-

proves their ability to manage network resources efficiently. Ma-
chine learning algorithms can analyze historical traffic data from IoT
devices to predict periods of high usage and preemptively allocate
bandwidth. This ensures that real-time applications are sufficiently
supported during peak demand while minimizing the impact on

lower-priority devices. Moreover, machine learning can dynamically
adjust QoS policies based on usage patterns, allowing the network to
adapt to the preferences and behaviors of the smart home occupants.
For example, if a homeowner regularly uses a video conferencing sys-
tem at a particular time, the network could automatically prioritize
bandwidth for that application during those hours.
To effectively manage the complexities of smart home networks, a

layered QoS architecture that integrates SDN, edge computing, and
machine learning is proposed. This architecture comprises three lay-
ers: the Device Layer, Network Control Layer, and Edge Layer. The
Device Layer encompasses all IoT devices in the smart home, catego-
rized into high-priority (e.g., security systems, video streaming) and
low-priority (e.g., smart lights, thermostats) groups. Each device com-
municates its bandwidth and latency requirements to the network
controller. The Network Control Layer, powered by SDN, dynami-
cally allocates bandwidth and prioritizes traffic according to device
classification and real-time network conditions, with machine learn-
ing algorithms predicting traffic patterns and optimizing resource
allocation. Finally, the Edge Layer handles latency-sensitive tasks
locally, minimizing the need for communication with remote cloud
servers and ensuringminimal delay for critical activities such as video
streaming or motion detection. This layered approach ensures ro-
bust and adaptive QoS management in the smart home environment,
enabling it to meet the growing demands of IoT devices and applica-
tions. The integration of SDN controllers and edge computing nodes
requires significant infrastructural changes, including the installa-
tion of additional hardware and the development of software systems
capable of managing complex traffic patterns in real time. This can
impose considerable financial and technical burdens on homeowners
in settings where network infrastructure may not already support
these advanced technologies. Additionally, many consumer-grade
smart home devices are designed with limited interoperability, mean-
ing they may not easily integrate with sophisticated QoS frameworks,
potentially hindering the broader applicability of the proposed archi-
tecture.
Another limitation is the research’s reliance on machine learning

techniques for predicting traffic patterns and dynamically optimiz-
ing resource allocation, which assumes access to vast amounts of
historical data from smart home devices. While machine learning
can enhance the efficiency of QoS mechanisms, its efficacy is contin-
gent on the availability of accurate and sufficient data, which may
not always be the case, especially in newly established smart homes
or systems with evolving device configurations. Furthermore, the
computational demands associated with running machine learning
algorithms in real time could strain the resources of lower-power
devices commonly found in smart home ecosystems. This creates a
tension between the need for low-latency, real-time decision-making
and the constraints of IoT devices, potentially limiting the effective-
ness of the proposed solutions in scenarios where computational
resources are limited.
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